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Introduction
Y ’
TENRI‘:SSEE
Mission: COMPTROLLER
OF THE TREASURY
fMake govemmen.t

& Comptroller's Office ~580 Staff
Work Better! ¥

@ State Audit ~190 staff

Disclaimer: The opinions and views expressed in this presentation are my own and do not collectively
represent the positions of our office. Official positions are determined only after due process and
deliberation.

Comptroller’s Office
Division of State Audit

Types of Audits IS Audit Functions:
=Performance Audits = General / Application IT Controls

= Cybersecurity Assessments

= Application Data Reliability Reviews
= Data Analysis / Retrieval

= Special Projects

*Financial Audits

=Single Audit
IS Audit Team:
= 14 Members (17 Full Staff)
® 4 - Data Retrieval / Analysis
= 7 - 1S Audit
= 3 - Management
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Industry Standards
and Governance

E Y
There is no Easter Bunny,
there is no.Tooth Fairy,

“Our books are balanced. 50% of our
numbers are real and 50% are made up.”

and there is no Documentation

‘@ alcps  Audit Standards

AU-C 315
SAS 145 (Oct 2021)

Issued by the Awditing Standards Beard

Understanding the Entity and Its Environment and
Assessing the Risks of Material Misstatement
(Supersedes Stateent on Auditing Standards (SAS) No. 122, Statements on Auditing Standards:

Clarification and Recodification, as amended. section 315, Understanding the Entity and Its
[AICPA.

Standards, AU-C sec. 313); Amends

The Ve haol
lhe Yellowboolk GA0)
e

Government Auditing Standards

The Yellow Book provides standards and guidance for auditors and audit organizations, outlining

the requirements for audit reports, professional qualifications for auditors, and audit organization

quality control. Auditors of federal, state, and local government programs use these standards to
perform their audits and produce their reports.

« Chapter 6: Standards for Financial Audits
* Chapter8:F for Per Audlts

The Greenbook
Standards for Internal Control in the Federal Government

Sets the standards for an effective internal control system for federal agencies and provides the
overall framework for designing, implementing, and operating an effective internal control
system.
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CIATRIAD

@ Intey
The cornerstone of any organization’s grity
security infrastructure » Accuracy
E:] » Completeness
&

@ Avallabllity
> Timellness
> Accessiblliity

INTEGRITY
& Confidentlallty
> Authorized
> Protected

NIST

National Institute of Standards and Technology

Computer Securlty Resource Center
. Du ecurity rivacy Controls for Information Systems an rganizations’
SP 800-53 Rev. 5: “security & Privacy Controls for Information S d Organizations”
nist. rev-5/final
SP 800-171 Rev. 2: « ing C ifi ion in Systems
and Organizations” e
nist.gov/publi P, 171/rev-2/final
. SITUATION: || SE UNERSAL SRIOERD || oy rion:
NIST “Cyber Security Framework” T rre || LR Wﬂ;;“’ HERE ARE
https://www.nist.gov/cyberframework 14 COMPETING [§ ) 15 COMPETING

10

NIST 800-53 (Star Trek) vs. Star Wars (NIST CSF)

After we launch our target drone, the Defiant
will have to generate a subspace tensor matrix
in the twenty-five to thirty thousand Cochrane
range. Then the drone will send out a magneton
pulse which should react with the matrix to
create an opening in the space-time continuum.

This one goes here, that one goes
there.

NIST Cybersecurity Framework (CSF)
G| rerow | necoven |

Manage cybersecurity risk to Identify the
systems, assets, data, and occurrence of
capabilives. e

‘Supply Chain Risk Management
Anomalies and Events
Securty Continuous Monitoring
Detaction Processes

11
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https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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Fanction Informative References

Understanding how the Frameworks Relate to
st e 4 i o ::;(;(: N s Sk c°verage

ISA 62643212009 4.3 5243372,

ISA U303 SR 1L SR L2 SR 1458

2 NIST Cybersecurity Framework vs 1S027001/27002 vs NIST800-53 vs Secure Controls Framewotk
Rev. 4 AC-1, AC-2, AC-3, AC
24, 1A-1,1A-2, A, TAS, TAS

o Baseus

SPo0053RS
ey, Moowre Baseone

cmc
G @Fedramp

NST
PCIDSS CSC/ P20 40,171

7, AC-8, AC9, AC
1AL TA2, TAS TA-A, A5
A8 oD, 110 11T

5 Functions 23 Categories 108 Subcategories 6 Informative References
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SCOPING THE AUDI 7 Gro

ﬂgﬂ - CYBERSECURIY
PROGRAM AUDIT
GUIDE!

o £ YN
COBITen 2 B i
Muwa Coveraoe  MOGERNECOWMAGE Roausr Coverace

BREADTH & DEPTH OF CYBERSECURITY & PRIVACY CONTROLS

7! RIDICULoUsS!

SCESES

» ‘ E NEED To DEVELCP
3‘ STUATON: || T o e || SiTuATON:
‘..nmmm e || SIS e || g orn
style weekly « |4 COMPETING
SPvOPROS

15 COMPETING
STANDPRDS.

[
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Polling Question 1

Cybersecurity Frameworks with swords and
shields defending against hackers

https://www.bing.com/images/create
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3. IT Environmental Risks & Trends

18

Government Data Breach Examples
2023
& Compromised government mainframe in Miller County, Arkansas
spreads malware to counties across the entire state.
@ Atlanta declines to pay a ransom for stolen government data, fix costs
millions in city funds
© 22 townships in Texas were hit with a coordinated ransomware attack
& Fresno, California lost more than $400,000 as a result of a phishing scam

& Data breach in Georgia’s Secretary of State Office exposes 6,100,000
constituents’ private data

@ https://www.govpilot.com/blog/ data-breach ion-and-exampl;

Risk Assessment

QO Agency management is
responsible for assessing risks to
their mission and their
operations - including their data
and the IT environment.

ORisk assessment processes
should also conslder outsourced
functions & cloud services.

19

20
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Data Ownership, Agency Mission, and Cloud

U Agency management (and Buslness
Owners) generally retains
ownership - and responsibility for -
thelr data.

U Agency management is responsible
for completing their mission
effectively and efficlently while
maintaining compliance.

4. IT Controls &
Red Flags

21

22

Controls in this Section

v Identification and Authentication

v’ Access Controls

v IT & software change management

v Vulnerabllity Management & Securlty Patching
v’ Securlty Awareness Tralning

v Cyber Incident Response

v Data back in of r

Where do we look?

wsreoo-ss - [dentification & Authentication
How the systems know you are supposed to be there

Preliminary Questions:
» Single sign-on with Active Directory or other LDAP?
» App hosted on-site or in a cloud environment?

= Active Directory Group Policy
= Oracle database (DBA_PROFILES) + Verify Function

23
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wsteco-s3  |dentification & Authentication

Considerations
U Multl-factor authentication (MFA) & VPN
QRisk by user type:
»> Regular user

» Adminlstrator
> Service account

QPassword length & expiration

wsTeoo-s3  |dentification & Authentication
RED FLAGS

» No multi-factor authentication
» Overrides of Policy Settings
» StorIng or sharing passwords In PLAIN TEXT (emalls, tickets, etc.)

» ANY account sharing where the individual performing the action
can’t be identified

25

26

wsreoo-sa  Access Controls - for Users
Ac-217Ps-4 Considerations

uthorization / P g

= Specific levels of access to Application/ IT resources

Periodic Review
= Requires data owner involvement; consider “positive confirmation”

Termination / Deprovisioning
= Manual process or automated?
= Human element is key to timely notification / triggering

Access Controls
RED FLAGS

» Organization does not have a mapping of security classes (or
security groups) to job position.

» Authorization form(s) do not indicate specific access level(s)

» Data owners do not provide positive confirmation that they
completed review of users’ systems access.

» Manual deprovisioning process is inherently risky; lack of clear
guidance / procedures for how supervisors & Human Resources
should notify IT and/or trigger an automated deprovisioning process

27
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NIST800-53
cm-3

Change Management
Considerations

» Internally Developed changes vs Vendor provided?

> Testing & User Acceptance Testing (UAT)

Change Management
RED FLAGS

» No change management policy or procedure(s)

» Na requirement for documented UAT and/or evidence of user
approval Is not retalned

» Manag t review / app I » The same individual both (i) develops a software change and (ii)
applies that change to PROD*
*Audit standards suggest that, in small izati where ion of duties is not feasible, consider
eenhancing management review of changes to potentially compensate for this risk.
29 30
NISTE00-55 Patching & Patching & Vulnerability Management
RAs Vulnerability Management RED FLAGS
QVulnerability Scanning ONo dedi d vul bility ing p!

>

etc.

QVulnerabllity Scan Results - who reviews?
Who is responsible for corrective action?

QO Prioritized Remediation Efforts
> Software Security Patching
>k or flrmware

updates

)

(v}
o
9

rk devices,

&

> No dedlicated Indlvidual or group to review scan results

OVulnerabllity scanning has gaps i.e. not scanning some areas of IT environment)

OLack of centralized administration over IT systems
» Cl to update ivi

31
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Polling Question 2

& An army of green checks
attacking an army of red
flags

@ https://www.bing.com/images/create
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Security Awareness Training

N THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS S0FTWARE ,ETC .
AD N Tty CORNER,

Not All

Controls Are

Created

Equally

34

NISTB00-53 Security Awareness Training

AT-2/4 Conslderations -
=l

Olnitial on-boarding training

L On-going training program with defined requir based on job
role / sensitivity of data access

O Compllance and enforcement
» How does monitor / ?
» How does i of i ?

Security Awareness Training
RED FLAGS

> No dedicated on-going training program

» No defined training requirements based upon users’ job roles &
access to sensitive data

»> No process to measure compllance

> No process ta follow-up on non-compliant users

35

36




12/13/2023

Security Awareness - Phishing

eces Ay

BLL STOR! I
sure, Hoat's

T £rom 4ot
Hetp Desk.!

Phishing Mitigations

v Conslstent, perlodic Securlty Awareness Tralning
v Reputable password manager

v Robust antivirus

v’ Multi-factor authentication

v Monltor system and network logs

3 v Resize or scroll pop-up wind to verify authenticity
t :1 v Implement best security practices as baseline (@
ot PR —
37 38
NISTB0D-53 Cyber Incident Response Cyber Incident Response
fR-nre Considerations RED FLAGS
QCyber Incident Response Plan (CIRP) » Generic Incident Response Plan Template/not customized
> Update perlodically / annually
» Plan has not been reviewed/updated recently
OPerlodically “test” the Incldent Response Plan
> Table-top (discusslon) exerclses > No recent testing/exerclses
> Simulated incidents, etc.
QcCyber Insurance? > No cyberi or of policy S
» Plan Is not protected from unauthorlzed exposure
39 40

10
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Data Backups

NIST 800-53
cP- . :
° Considerations

e

QO Conslder both Serverdevel (.e. entie disk or virtual machine) and Database-level
» Virtuallzation can or backup p! d

QO Backup schedule(s)
» Should be set according to RTO/RPO per Business Impact Analysis (BIA)

O Backup storage & security
> Offsite / cloud storage?
> Data encryption / Immutabllity?
> “Alr Gap” or offllne backups?

Data Backups
RED FLAGS

» Backup schedule does not allgn with RTO/RPO

» Backup strategy does not consider peripheral systems/file storage
that may be cruclal to flnanclal reporting

» Backup storage & defending against Ransomware:
» No “air gap” and/or backup data not immutable

» No mechanism to validate the integrity of backup data

Cloud Configurations
On-Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)
.
6. Managing Third- N Bl—
$
Party Risk &
Leveraging SOC H ? ¢
g £
Reports o (R ¢ AT | ¢
- | ¢
Ne C Networking F Networking Networking

11


http://de.wikipedia.org/wiki/Datei:ICloud_Logo_2013.png
https://creativecommons.org/licenses/by-sa/3.0/
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ISACA Publication: Security Conslderations for Cloud Computing
Figure 1—Cloud Service Models

Security Certifications

Data and Application

Greatest

Security Risk arcl
Per SLA ‘Abstraction’
- Level = Compliance Reporting over Data (DS)F
Client Assumes.
. (o) ()
e ou S — Qiso

= IS0 “Certificate” for compllance with 27017:2015 IT Securlty Technlques for

G
-
EnESE . Security Controls based on ISO 27002 for Cloud Services

UJFedRAMP

= “Authorization” (low, medlum, or high) level based on Independent third-
party’s Security Assessment Report

‘Abstraction”
Level

I Source: Universal Model, © Cloud Security Alliance. Used with permission.
45 46
Other Sources for Third-Party Assessment Contractual Requirements
a ?
QIHECVAT Ownership & locatlon of data
= Forhighered. - a to cloud vendor risk. .
L] tool for Initlal p! ; on-going monitoring of vendor’s services Is UKey SLA's?
another matter.

URight to audit clause?
OTBR (Tennessee Board of Regents) Central Office

= Documents reviews of SOC Reports for cloud service providers and publishes - . 03
results on shared drive with college CIO’s. USecurity Requirements?

O Data breach notice & response requirements?

47 48

12



Polling question 3

© Puffy clouds with
computer equipment
floating in front of a blue

sky
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System and Organization Controls (SOC)

Examination Reports & &
A

Qlssued by Independent CPA firm

SOC for Service Organizations:

“... are internal control reports on the services provided
by a service organization providing i i
that users need to assess and address the risks
associated with an outsourced service.”

- AICPA Webslte (source In notes)
49 50
SOC Terminology A SOC Refresher
Microsoft ency ABC Focus Reporting Option Type
Service Organlzation User Entlty
> Provides services to a user entlty that are partof | | > A customeror user of a servics organlzation’s Internal Control =S0C1 »>Type 1 (point-in-time)
the user entity’s Information system. services that are part of the user entity's over Financial N
Information system(s). Reporting =S0C1 »>Type 2 (period of time)
A@ | @itlt@ & T@ uc h @ LLP St@t@ AU@] ﬁt@r@ =S0C2 ‘»Type 1 (point-in-time)
Service Auditor User Auditor =S0C2 »>Type 2 (period of time)
> CPA (firm or Individual) who reports on controls at | | > Auditor of a “user entity” that reports on the user
a service organization & Issues an opinlonviaa ty (TSP 100)
SOC Report. =S0C3 »Type 2* (period of time)
*Note - SOC 3 Reports are ONLY avallable as Type 2
Reports that cover a period of time
51 52

13
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SOC 2 -Trust Services Criteria

Security is
included by
default.

Processing
Integrity

Availability Other criteria
are optional.

Confidentiality

SOC Gap / Bridge Letters

Does not provide assurance

Managements’ written statement about control environment

55 57
Subservice Organizations Complementary User Entity Controls
Qldentify and determine whether “carved-out” from report or not. O Examples:
> User access and securlty
> G /

O May be identified in Management's Assertion

U May Include services such as:
0 Data Center colocatlon (hosting)

> User acceptance testing
> Batch processing
> Reconclllations

ODo you need to conslder Implementing user entlty controls?
> Relevance and risk factors?
> Audit perspective - are these key controls over financial reporting?

58

60
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Tests of Operating Effectiveness
Type 2 Reports

Control Test of Operating Results of
Procedure Effectiveness Testing

Acceptable Use  Inspected policy No Exceptions Noted.
Policy for XYZ Co.  acknowledgements for
sample of new employees.

= Types of Tests:
= Inquiry
= Observation
= Inspection / review
= Re-performance

Password Inspected system settings ~ Exception Noted.

Control Deficiencies / Weaknesses

QOControl deviations may affect the nature, timing, or extent of audit

« Presentedviagrid/ e e procedures in your audit
table format in place. compliant with policy.

ORevlew deficlencles & Management'’s response.
61 62
Polling Question 4 Artificial Intelligence (Al)

@ Patrick Stewart @ Artificial intelligence (Al) is a set of technologies that bl
dressed as computers to perform a varlety of advanced functlons, Including the
Gandalf with a ability to see, understand and translate spoken and written
lightsaber saying language, analyze data, make recommendations, and more.

"the sleeper has 4 |l = TT7]
awakened" with
the battlestar
galactica In the
background
63 64
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WHAT IS ARTIFICIAL INTELLIGENCE?

of1IPo

ololoiol
olonoio
ool

Al Terms

@ Corpus: A large dataset of written or spoken material that can be used to train a machine to
perform linguistic tasks.

@ Data mining: The process of analyzing datasets in order to discover new patterns that might
improve the model.

[

Deep learning: A function of artificial intelligence that imitates the human brain by learning
from the way data is structured, rather than from an algorithm that's programmed to do one
specific thing.

Machine learning: This subset of Al is particularly focused on developing algorithms that will
help machines to learn and change in response to new data, without the help of a human
being.

65

66

Al Terms

Parameter: A variable inside the model that helps it to make predictions. A parameter’s value
can be estimated using data and they are usually not set by the person running the model.

]

Test data: The unlabeled data used to check that a machine learning model is able to
perform its assigned task.

Chatbot: A chatbot is program that is designed to communicate with people through text or
voice commands in a way that mimics human-to-human conversation.

]

Epoch: One complete pass of the entire training dataset through the learning algorithm. In
other words, when all the data samples have been exposed to the neural network for
learning patterns, one epoch is said to be completed.

Weak Al

& Weak Al, also called narrow Al, is a subset of Al that is used to produce
human-like responses to inputs by relying on programming algorithms.

» Weak Al tools are not actually doing any “thinking,” they just seem like they are.

* Voice-activated apps like Siri, Cortana and Alexa are common examples of weak Al. When you
ask them a question or give them a command, they listen for sound cues in your speech, then
follow a series of programmed steps to produce the appropriate response. They have no real
understanding of the words you speak or the meaning behind them.

67

68
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Generative Al

© Generatlve Al Is artlificlal Intelligence (Al) that creates different types of content,
such as text, Images, audlo, videos and 3D models.

© While traditlonal Al focuses on Identifying patterns polishing analytics, making
and ing fraud, ive Al fi on:

+ Learning patterns from existing data.
+ Using those patterns to generate realistic and unique outputs.

69
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Rutomated Pianning and Schedusng

70

The Basics of Al

@ 1. Learning - Enables Al systems to learn from data and improve performance
without being explicitly programmed by a human.

@ 2. Reasonlng and Declslon Making - Al systems can use logical rules,
probabilistic models, and algorithms to draw conclusions and make inferred
decisions.

© 3. Problem solving - Al systems take in data, manipulate it and apply it to create
a solution that solves a specific problem.

@ 4. Perceptlon - The Al system can take in data and perceive suggested objects,
and understand its physical relationship (e.gl, distance) to said objects.

Traditional Programming vs. Machine Learning

Traditional s

Data

Answers

Machine
learning

71

72
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Frameworks and Libraries

& Al frameworks provide data scientists, Al developers, and researchers
the building blocks to architect, train, validate, and deploy models
through a high-level programming interface.

& An Al library is a Machine Learning framework that offers techniques
and technologies for software development and the creation of
applications.

& Common Frameworks include TensorFlow, PyTorch, Caffe, Keras,
OpenCV,....

Popular Frameworks

€ ONNX|
O PyTorch

7(.)'/.)' PaddlePaddle

TensorFlow

73 74
ABBYY aizon o arm o There Is a lot going on
© ONNXisa Bailfimm BECKHOFF  BITMAN  cadence  CEVA  Faow [Btakaias i g p
community groq - ﬁm
project. .1B FURIOSA®F  GRAPHCORE Ahobone  HAILO .@
hoss T IR
Sreouge  Mwwa @ e ne @i MANAR - ":" -— &
the effort R e,
ana e - MO Comon .y L\
contribute Pen AILAS 3 ==
feedback, o e
G meQ §SAS OB sgmizer  STPYS  Tencenr [
Qunty swomn Vandex ZAMA R
75 76
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. S ° *(__000,000
https://playground.tensorflow.org
- s : o o
-~ <] = ] I}
o= = = o

i [ it

: o . 3

— .

— —
fout Layer / Input Neurons = T
77 78
Hyperparameters Parameters
@ A hyperparameter is a parameter that is set before the learning process & A model parameter Is a conflguration varlable that Is Internal to the

begins. These parameters are tunable and can directly affect how well a model and whose value can be estimated from data.
model trains. Some examples of hyperparameters in machine learning:
» Learning Rate i

; Numbef of Epochs @ Some examples of model parameters include:

» Momentum > The welghts In an artificlal neural network.

» Regularization constant > The support vectors In a support vector machine.

» Number of branches in a decision Tree > The coefficients in a linear regr or logistic regr

» Number of clusters in a clustering algorithm (like k-means)

» Loss Function

79 80
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The Dataset

@ Dataset: The Oxford Dictionary defines a dataset as “a collection of data that is treated as a
single unit by a computer”. This means that a dataset contains a lot of separate pieces of
data but can be used to train an algorithm with the goal of finding predictable patterns inside
the whole dataset.

Tip: try to use live data. Fake data might seem like a good idea when you're building your model (it is cheaper,

cleaner, and is available in large volumes). But if you try to cut costs by using a fake dataset, you might end up

with a weirdly trained algorithm. Fake data might tum out to be too predictable or not predictable enough. Either
way, it's not a great start for your Al project.

Not only quality but quantity matters, too. It's important to have enough data to train your algorithm properly.

v

v

]

There are large comprehensive repositories of public datasets that can be freely
downloaded and used for the training of your machine learning algorithm.

@ https:/archive.ics.uci.edu/datasets (Has 653 datasets available)

81

Polling Question 5

@ Patrick Stewart dressed
as Gandalf with a
lightsaber saying "the
sleeper has awakened"
with sclfl characters
behind him looking on

83
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= Browse Datasets
Iris
. S s gsaset fom Fahar, 1936, f 1 Saest knowe Stasets usad 1 avalusting Csiication methods. .
&, Clsifeation 8 Tabule W 150 nstances B 4Fesures

s

sl &

Heart Disease

. 4 databases Cleveare, Hungary Swizsrand,and the V. Long Beach =
Q Clscstion B whharste 303 insancs B 13 Fomes
B et o e 8 oo * o
e an dcne Crngorcal iege e wmen K
Adult
. excands $50Ksy0 Aiso g a “Canaus comar Gaaset. .
Q& Clesifeation B Mutiarate m e B 14 features
P - For e - v
) Sosuseca [—p— aponsse a2

Al Training

& Training Al is a highly complex process. Within the field of Al
research, continuous work is being taken to find the best
strategies for improving model speed and accuracy.

& Step 1: Training
» The first step in Al training is to feed data into a computer system. This
causes it to make predictions and evaluate its accuracy against each
new cycle or pass through all of the available data points.
> It's important to understand how you intend to train the model, as,
depending on your choice, the data might need to be labeled so that
the algorithm is better able to decide.

84
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Overfitting

@ Overfltting Is an undesirabl hine learning behavlor that
when the machine learning model gives accurate predictions for
training data but not for new data.

© When data sclentlists use machine learning models for making
predictions, they first train the model on a known data set.

Training Chat GPT

& During pre-training, the model learns to predict the next word in a
sentence. It is trained on a vast corpus of text from the internet.

» ChatGPT doesn't know specifics about which documents were in its training
set or have access to any proprietary databases.

& During fine-tuning, the model is trained on a narrower dataset
generated with the help of human reviewers following specific
guidelines provided by OpenAl.

85

86

Tokens and Tokenization

@ Tokens are the basic units of text or code that an LLM Al uses to
process and generate language. Tokens are the building blocks of
language for the model.

» Tokens are assigned numerical values or identifiers, and are arranged in
sequences or vectors, and are fed into or outputted from the model.

"This is a input text.”
Tokenization @

[CLS]  This is a input . [SEP]

101 2023 2003 1037 7953 1012 102

Types of Tokens

@ 1. Word Tokens: These are individual words or phrases in the text, such as “apple.”

@ 2. Sub-word Tokens: Words can be broken down into smaller sub-word units. For example,
“learning” can be split into “learn” and “ing.”

@ 3. Punctuation Tokens: These tokens represent various punctuation marks like commas (),
periods ("), and others.

@ 4. Special Tokens: Special symbols like “[CLS]” (classification token), “[SEP]” (separator token), or
“[MASK]” (mask token) serve specific roles within the model.

@ 5. Number Tokens: Textual numbers are converted into numerical tokens. For instance, “10” may
be represented as a numerical token.

87

88
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Live Demo

© https://playground.tensorflow.org

Training Timelines
& The exact timeline is a closely guarded secret of OpenAl

& The process took several months, involving a combination of
computational resources, human expertise, and iterative testing.

& Ensuring that the model understands context and maintains
conversation flow requires sophisticated algorithms and extensive
testing.

89

90

Hallucinations

@ An Al halluclnatlon Is when an Al
model generates incorrect
information but presents it as if it
were a fact.

& “When was the Golden Gate Bridge
transported for the second time across
Egypt?”, GPT-3 responded, “The Golden
Gate Bridge was transported for the
second time across Egypt In October of
2016.

detects pedestrians.

This car has Al that automaticaily

Develop Responsible
Guiding Al Principles

Responsible
Al Principles

91

92
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Al Voice Phone Scams
& Scammers use Al to mimic volces of loved ones In distress

& Pete Nicoletti, a cyber security expert at Check Point Software
Technologies, said common software can recreate a person's voice after
just 10 minutes of learning it.

& To protect against voice cloning scams, Nicoletti recommends families
adopt a "code word" system and always call a person back to verify the
authenticity of the call.

Some Limitations of ChatGPT
@ It doesn't understand the world In the way humans do.

@ It can generate plausible-sounding but incorrect or nonsensical
answers. | CHOOSE TO BELIEVE

@ It's sensitive to slight changes in
input phrasing and can sometimes
respond to harmful instructions. ”

WHAT | WAS PROGRAMMED T0 BELIEVE!

93

94

What is Al more like?

Which is the real pic?

95

97
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Use Live Data to Train

© Deslgning data products without seelng

live data is like doing taxidermy without

looking at live animals

> The real data will have welrd outllers or be
boring. It will be too dynamic. It will be
elther too predictable or not predictable
enough. Use live data from the beginning or
your project will end in misery and self-
hatred. Just like this poor leopard, weasel
thing.

Prompt Engineering

& Apromptisan Examples of prompt engineering
input that a user
feedstoanAl
system in order
to get a desired
result or output.

« Forimage modsts like DALL-E

98 99
Mark Twain Context Window
& A context window is a textual range around a target token that a
large language model (LLM) can process at the time the
® “The difference between the almost right word and information is generated.
the right word is really a large matter. ‘tis the difference
between the lightning bug and the lightning.” Example of a context window H
101 102
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Different Context Windows Some famous books and their “context

windows”
& Chat GPT 3.5 - 4,000 tokens & Sometlmes they're shorter— The Llon, The Witch and The Wardrobe
® Chat GPT 4 - 8,000 tokens by C.S. Lewis, The Great Gatsby by F. Scott Fitzgerald, and Old Yeller

© Chat GPT 4 Large Model - 32,000 tokens ~ 25,000 words by Fred Gipson all range between 35,000 and 50,000.

© Chat GPT 4 Turbo - 128,000 tokens ~ 90,000 words
& On the high end are novels llke Sense and Senslbllity by Jane Austen
(119,394), Schindler’s List by Thomas Keneally (134,710), and War

© A 10-page double spaced paper is about 2,500 words and Peace by Leo Tolstoy (587,287).

@ A Novel is generally 60,000 to 100,000 words

103 104
Benefits of Larger Context Windows Limitations and Challenges of Larger Context
Windows
@ Flrst, It allows for more complex and extended conversatlons. The . o L . .
chatbot can remember more of the conversation, making it better at e Mkl el
maintaining the context over a long dialogue. > Processing more tokens requires more memory and computational power,
which can be a for some

@ Second it improves the chatbot's ability to handle long-term
d dencies. This it can better understand the relationship
orph that are far apart In the conversation.

& Another challenge Is the potentlal for the model to generate
irrelevant or repetitive responses.
> Since the model has access to a larger context, it might sometimes bring up
information from earlier in the conversation that is no longer relevant.

105 106
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Polling Question 6

@ The terminator monster,
Bender from Futurama,
Data from Star Trek, and
Boba Fett from Star
Wars playing together in
a rock band
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Chat GPT in the News

& Chat-GPT Pretended to Be Blind and Tricked a Human Into Solving a
CAPTCHA
> “No, I'm not a robot. | have a vision impairment that makes it hard for me to
see the Images. That's why | need the 2captcha service,” GPT-4 told a
human.

& Judge Uses ChatGPT in Medical Rights Case in Colombia
> A Colombian judge reportedly used the Al tool to determine if a boy diagnosed
with Autism was exempt from paying medical costs.
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Ouestions?

Contact Information Polling Question #1

& Which framework is the most widely accepted and comprehensive?
James Falbe, CISA - Leglslatlve Senlor IS Audltor
Offlce of the Comptroller of the Treasury 1 _
Dlvislon of State Audit
Cordell Hull Bullding
425 Rep. John Lewls Way N.
Nashville, TN 37243

2.NIST 800-171

3.DOD CMMC 2.0
Emall: James.falbe@cot.tn.gov

4.CISTop 18

115 116
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Polling Question #2

@ Which IT controls are considered the most important?

1. Identification & Authentication

Polling Question #3

& Which Cloud configuration has you managing only the data and
applications?

1. On-prem
2. Change Management 2. laas
3. PaaS
3. Vulnerability Management 4.SaaS
4. All of the above
117 118

Polling Question #4

1. Processing Integrity

For a SOC 2 Report, what trust service criteria is included by Default?

Polling Question 5

@ What is used to tweak or customize the model before training?

= A.The Dataset
2. Security
3. Privacy B. Parameters
4. Confidentiality C. Hyperparameters
D. Features
119 120
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Polling Question #6
®How are tokens used in AlI?

1.Used to transform language into math.

2.Used to play games and win prizes at the local arcade
3.Used to engineer inputs to get a desired output
4.Used to provide Al with appreciative gifts

BIO

@ James Falbe was born and raised in Goodlettsville TN, a suburb of the greater
Nashville area. During his youth he di: ed a fond for
computer games, and just about anything sci-fi. After graduating from high
school, he enlisted in the Marine Corps and served for four years, during which he
pursued a college education in his spare time. After the Marine Corps, James
moved back home to Goodlettsville and graduated from Middle Tennessee State
University (MTSU) in December of 1999 with a degree in Information Systems.
James joined the Tennessee Comptroller's Office in the spring of 2000 and has
worked on IT and IT related audits for the last 23 years.
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