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Think security!

Cybersecurity awareness

Building a better
working world

Who is Chip Wentz?

Principal, EY Advisory - Americas Data Protection and
Privacy Cybersecurity Leader

Cybersecurity professional for 20 years

Work with organizations around the world on securing the
company and people

NC native, NCSU Alum

What my friends What my family What | really do
think I do thinks | do
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Our goals today

Share real-life examples of the cyber threat landscape

Share tactical recommendations that you can
immediately perform at work and at home

Answer your questions
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Cybersecurity is protecting information

Protecting sensitive
information from
unauthorized
disclosure or
interception

Data is not
corrupted or
modified by
unauthorized
means

Availability

Ensuring that
information and
services are
available when
requested
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Why is this important to me?

Technology is rapidly
changing and becoming

Hackers have become
more motivated, skilled,

and organized in
stealing your

information and money.

more complex.

Cyber threats could
potentially have a huge
impact to your company

and your personal life.
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Data breach statistics

Data records are lost or stolen at the following frequency:

Every day Every hour Every minute Every second
4,530,602 records 188,775 records 3,146 records 52 records
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Data records stolen or lost Number of breach Number of breach
by industry incidents by type incidents by source
Shows percentage of total records Atackers use a variey oftechidues Source of data breaches causing
against organizatons. problems ganary
a1 T
a 2
7o
1w
P
1o
s nznanens
e —
A . es
Date range: 2013 - present Date range: 2013 - present Date range: 2013 - present
Source: hipbreachieveindex.com!
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Can | see this data another way?

World’s biggest data breaches

Selected losses greater than 30,000 records (as of 5 January 2017)

River City Media: 1,370,000,000
Friend Finder Network: 412,000,000
MySpace: 164,000,000

VK: 100,544,934

Dailymotion: 85,200,000

Weebly: 43,000,000

Yahoo!: 32,000,000

Mail.ru: 25,000,000

Source: hitp/A b Jata-breaches-hack
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Cybersecurity
Is every company a target?

Common misconception
“I'don't process credit card transactions
internally, therefore, my company is not
a target.”
Reality
Companies can be targeted for many
reasons:
Company is a vendor of the ultimate target
Research and development information
Clients’ plans and specs

Sensitive merger and acquisition
information

Disrupt operations
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The reality of business today
Cybersecurity hot topics

Cyber risks are ever increasing in a world

Competitive cost with no boundaries and no rules
pressures ;
Growing regulatory and government focus
Pace of technology IETEILL LIRS Acute cost and competitive pressure
change cybersecurity

bounds, especially as our clients move

Customer

CEEHED toward the “Internet of Things” (I0T)
Regulatory Increased erosion of perimeter from third
demands Current parties, social media and personal devices

governance and X .
Aggressive growth | control capability Extended supply chain means links to
of cyber threats smaller business partners

Rising level and sophistication of external
Control threats

l Technology developing in leaps and

Risk
’ Risk outpacing organizations’ ability to
keep up
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Where it all started

Who is Hilda Schrader Whitcher?

SSN stolen over 40,000 times

At the card’s peak rate of use,
almost 6,000 individuals were
using her SSN number

Used as late as 1977

The card that started all the fuss!

Source: hitp: ssa. html
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Challenges —why are users the target?

Lack of experience: We are experiencing a world we
never grew up in.

Lack of education: No one taught us how to stay safe on
the internet.

Always-on access: We have constant internet access
through a variety of devices.
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How does this happen?
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One common entry vector that can lead to
data breaches is social engineering

Il

Social engineering
definition: The
psychological manipulation
of an individual to gain
access to information.

Social engineering is a
component of most cyber
attacks on individuals and
companies.
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How do social engineering attacks happen?

The attacker tries to collect information

The social engineer has 1 ] about a potential target using all

. ik Information means available. The information
compromised the individual reconnaissance gathered is used to manipulate the
and has gained information target or any person who can be used
that can be used to their for a successful attack.

benefit or to gain
The attacker develops a

more information. % 2
rage of
insights
relationship with the victim

3
The attacker uses the Attack The attacker strives to attain a
highly restricted i trusting affiliation in order to
take advantage of the target.

information or physical

access gained. This may be the
conclusion of the attack or a
launching point for the next
stage of the attack.
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What are the types of social engineering

attacks?
Baiting
Phishing
engineering
attacks
Taigating QA
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Types of social engineering attacks
Baiting

Baiting involves
an attacker
dangling
something you
want in order to
entice you to
take an action
the criminal
desires.

Baiting

Phishing Pretexting
Social
engineering”
attacks

Tailgating Quid pro

Example: A
USB flash drive
with a company
logo was left
out in the open.
In order to
assist in finding
the owner, an
employee
plugged the
USB drive into
a laptop which
then became
infected with
malicious
software.
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Types of social engineering attacks
Pretexting
Baiting In these
attacks, cyber
Phishing e Pretexting criminals
Social pretend they
engineerin need certain
9 g/ information
attacks / from their target
aennn Quid pro in order to
GFD confirm the
target's identity.
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Types of social engineering attacks
Quid pro quo
Bang In a quid pro
quo attack,
o social
Phishing Pretexting engineers
Social \ request
engineering information
attacks froman
individual in
Tailgating @IE] i exchange
for
something
desirable
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Types of social engineering attacks

Spam

Spam consists
of bulk email
messages sent
to individuals
without their
permission.
Spam emails
can be
malicious and
expose you to
malware
infection or a
loss of data.

Baiting

—_
Phishing Pretexting

Social

engineering”
attacks

Tailgating ( Qu;‘l:gru

Spam

20/04/2017
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Types of social engineering attacks
Tailgating

Tailgating is

when an Baiting

unauthorized

individual o

GiEE e Phishing Pretexting

secure location Social

by following a engineering

person with attacks

legitimate -

uid pro

access, Tailgating q“:

without the

employee’s

permission or

knowledge.
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Types of social engineering attacks

Phishing

Phishing is
sending a
fraudulent
email, instant
message or
other web-
based media to
get someone
to divulge any
information.

Baiting

—

Phishing is the most
common type of
social engineering
attack used today.
Phishing Pretexting Most phishing emails

Social \ seek to obtain
engineering information, include
ttacks embedded
d / hyperlinks or
Tailgating Quid pro. attached files, and

quo

often communicate
threats, fear or a
sense of urgency.
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Passwords — as easy as 123456
The 25 worst passwords revealed

If your password appears on this list, you should probably change it
right away

1) 123456 (unchanged) 14) 111111 (up 1)

2) password (unchanged) 15) 1lgaz2wsx (new)
3) 12345678 (up 1) 16) dragon (down 7)
4) qwerty (up 1) 17) master (up 2)

5) 12345 (down 2) 18) monkey (down 6)
6) 123456789 (unchanged) 19) letmein (down 6)
7) football (up 3) 20) login (new)

8) 1234 (down 1) 21) princess (new)
9) 1234567 (up 2) 22) qwertyuiop (new)
10) baseball (down 2) 23) solo (new)

11) welcome (new) 24) passwOrd (new)
12) 234567890 (new) 25) starwars (new)

13) abc123 (up 1)
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The password is the basic factor in
authentication

Weak passwords Strong passwords

» Four-digit year: 19XX, 20XX » Minimum password length of
8-12 characters

» “Password”: pass, password, A combination of upper- and
p@$$word lowercase letters, numbers and
special characters.

v

v

Dictionary words: “football,” Different from any of the last
“baseball,” “secure” passwords used

v

» Names: name of your pet, parents, Try to use different passwords
children for different services

v

v

Personal Information: your name, Use a passphrase instead of a
email address, birthday password

Keyboard patterns and sequences:

qwerty, asdf, 123456, abc123

v

v
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Create strong passwords

« »
One way to create a secure Euigpamphlet

password is to start with a -

word you will remember

4

Hence, you may come up Add numbers, special
with “pAMPh$3let” . characters and
capitalization
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Use a passphrase

A passphrase is a phrase or series of words that is used to create a unique password.
A passphrase is typically longer than passwords for additional security.

How to create a passphrase

Create a phrase that is long and meaningful
The phrase may be personal to you, so you can remember it easily
Use the first character of each word to form a password or the entire phrase

Passphrase example

My parents bought me a car as a I was hired at Mom and Mom on
graduation gift in 2013. June 18, 2015.
Mpbmacaaggi2 L IwhaMaMoJ12
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Passwords

Use different passwords for every site

Otherwise, one site getting hacked exposes all of your accounts
Use a secure password manager

Creates a complex password for every site for you

You need to remember only one master pass phrase

Can be a vault for other important information

20/04/2017
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Two-factor authentication

What is it?
Requires multiple things to gain access to an account:
Something you know
Something you have
Why is it good?
Prevents someone who has your password from accessing an
account
Notifies you when someone tries to access your account
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Two-step authentication using Google
Authenticator

Provides a second factor of authentication

(] Authenticator 7’ to access your Google account
If your username and password are ever
Sooghe compromised, the attacker will also need
022904 the PIN code to access your account
(% Google Authenticator can be used for

many personal sites too!

Facebook

334277

292570
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Watch for breaches in the news

Check if you have an account that has been compromised in a data braach

pwned? |
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Typical privacy-type questions
Our data never changes

Email address Favorite color

Phone number Car

Education history School mascot
Employment history Favorite sports teams
Home address Favorite movies

Date of birth Mother’s maiden name
City and state of birth Spouse’s name

Pet names Names of friends
Family names Address

Use your password manager to make up answers
to security questions and record them
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Real-life phishing examples
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We know to ignore these

Nice to Know You
Naomi Surugaba [azlin@moa.gov.my] @« & A Acons

Dear Beloved Friend,
I know this message will come to you as surprised but permit me of my desire to go into
business relationship with you.

I'am Miss Naomi Surugaba a daughter to late A-badari Surugaba of Libya whom was
murdered during the recent Givil war in Libya in March 2011, before his death my late father
was a strong supporter and a member of late Moammar Gadhali Government n Tripoll.
Mearmwhile beforo the incident, my late Father came o Cotonou Berin republic with the sum of
USD4, 200,000.00 (US4.2M) which he deposited in & Bank here in Cotonou Benin Republic
Wost Africa for sale keeping.

Iam here seexing for an avenue 10 transfer the fund o you In only you're relable and
frustworthy person to Investment the fund. | am hera in Benin Repubic because of the death of
my parent's and | want you 10 help me transfer the fund into your bank account for investment

purpose.
Please | will offer you 20% of the total sum of USDA.2M for your assistance. Please | wish 1o
transfer the fund urgenty without delay into your account and also wish 10 relocate to your
country due to the poor condiion in Benin, as to enable me continue My education as | was a
medical student before the sudden death of my parent's. Reply to my ahtemative

i Your immediate respor be appreciated.

Remain blessed,
Miss Naomi Surugaba.

EY
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But what about this one?

2 Fud: Consuling Expense

e cotal

EY

Opigal

ot pognal 1354
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If you think people will not fall for this,
they do

The Federal Bureau of Investigation (FBI) has been
keeping a running tally of the financial devastation visited
on companies via CEO fraud scams.

In June 2016, the FBI estimated that crooks had stolen
nearly $3.1b from more than 22,000 victims of these wire
fraud schemes.

Source: m/201

p! 9
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Why would | need to email the W2 for
employees?

E] . Raquest - Message (HTHL Tm -0 ox

¥ Q
Move " Zoom
v -
Mo
Request
Moming
Hops you had a good weskend. Do you have pdif coples of W2s? Could you for 5 quick review?
Sent fram my Phone
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We have seen lots of these over the past two
months

From

Date: Thu Dec 15, 2016 1 227 PU ORI ]
Subject Revew = 0

8 oo © L R

Please kindly rewew this attachment

Best Regards,

Review

All parties have completed Please DocuSign this
document: A110 Sellers Disclosure.pdf.
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Attachment phishing

T sanpretmaticon

Sublect P Tchodcal e o the BaeiEank

e G o)

Dear Basclays OnlineSM Custamer-

Technical services of the Barclays Bank sre camying out &
We eamestly ask you to visis the following st
sccoumt.

ot e e o B oo

NOTE: This instruction has been sent to all bank
coopenation.

Best Regards
Sess Gikdist
Digital Basking Directar

© Copright 2012 Basclays Baak Ple. All ighrs o

Jof canfirmation of your anline

ollow. Thask you for your

Do not open attachments in emails
that you did not expect to receive.

Source: http://news.netcraft 01

11/13/phishing K g-htm!

htm!
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Hover over the link

IMPORTANT ACCOUNT INFORMATION FROM VERIZON WIRELESS.

Update Your Profile Information

oossbe !

i A it i
{bm T .

Source: lemiss.edu/files/2014/03/verizon-phishing.gif

Prease update your payment method as s00n a3

EY
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Is this real?

Lo snrt s pechna

Google )

Gouge skt s i s s e s

o

EY
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What’s wrong with this site?

[ ttp:imyaccount.google.com-securitysettingpage tk/speurity/signinaptions/g a7
e=amBobi5wb2RICIRhGGAYWIA\mNVEG%3D%3DEM=Sm30biBAb2RICIRNEN=SmIobg %3
D%3D&imgeLy9saDQuZ29vZ2xIdNNIcmNvbnRIbn QLY 29tLyIRZVIPLH KV GR2WSIBQUFB..

That’s not Google
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Phishing can also occur via text messaging

The Apple ID associated
with this number is due to
be terminated. To prevent
this please confirm your
details at http://

supportatapple.com/ -

Apple Inc.
Important Security Alert about
your PayPal account.Please
click the link bellow to read it:
http://mobile-
paypal.com.afi.com
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Texts/emails you should always avoid

Any communication that you did not initiate
Communications from your bank with links
Communications from the IRS

Communications from your credit card company with a
call to action

Unsolicited communication from your doctor, lawyer,
accountant or other professional services person

Random communication from your mortgage company
Scary texts from a lender
Promotion from your favorite game
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Ransomware

1 il ection vis msore saam o comeramsd web e

et om backign

3 Fhes ot tcked i et
B angpi e secae deered |
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What is social media?

Social media are interactive

platforms that allow people to create
and share information over the
internet. These platforms include
web applications, websites and

mobile apps.

Examples include.

Facebook  Pinterest Discussion boards
Tuwitter Googla+ Blogs and wikis
Instagram  Snapchat Any website
“share” function
Linkedin Tumbler that allows users to
send content to
YouTube their contacts
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Social media sites are susceptible to privacy
concerns

Two of the most popular social media platforms are Facebook and

Twitter.

LinkedIn is the largest professional networking site.
One million websites have integrated with Facebook.
25% of users don't bother with privacy settings.

1.7b 320m
users

Page 44

Think security! Cybersecurity awareness EY

15



loT devices
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Think security!

IoT scanner

Internet of Things Scanner

Check if your int o evice . fic on S f they are, this

http://iotscanner.bullguard.com/
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Tips to avoid social engineering

v

Be skeptical of unusual or unexpected communications

» Be cautious in what you post online

v

Be careful when opening attachments

Speak up if something doesn't ook right

v

Lock your laptop screen: do not leave equipment unattended in public places

v

Do not send personal or highly restricted information over the Internet without
double-checking the validity of the website’s URL (https://...)

L4
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Tips

Migrate to modern operating systems and hardware platforms

The latest version of any operating system (OS) usually
updates security features from the previous versions. Many of
these security features are enabled by default and help
prevent common attack vectors.

Install a comprehensive security suite

Install a comprehensive security suite that provides
layered defense via anti-virus, anti-phishing, safe browsing,
host-based intrusion prevention and firewall capabilities.

Install ad blockers for your web browsers.
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Tips

Implement WPA2 on your wireless network

To keep your wireless communication confidential, ensure
your wireless access point is using Wireless Protected
Access 2 (WPA2) connection at home.

Implement strong passwords on all network devices

In addition to using a strong and complex password on your
wireless access point, use a strong password on any
network device that can be managed via web interface,
including routers, printers and cameras.
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Buyer beware

Beware of public things
Public kiosk computer
Public Wi-Fi
Hotel computers
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Questions?
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EY | Assurance | Tax | Transactions | Advisory

utEY
£ is.a gobal leader n assurance, tax, ransactionand advisory
Services. The insighis and qually senvices we defver help buld trust
and confidence i the capial markets and in ecanomies the word
ver_We develop outstanding leaders who team fo deiver on our

s o doing,
0 buiding a better working workd or our people, for ous cients and

£Y refers 0 the giobal orgarization,and may refer o one
rmore, of the member fims of Emst & Young Global Limted, cach

provide services o cllents. For more information abou our
organization, pease visitey.com.

Ermst & Young LLPis a clent-servixgmerber firm of
Enmst & Young Global Limited operating n the US

©2017 Emst & Young LLP.
A Rights Reserved.
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