System and Organization
Controls for Cybersecurity

Overview:

This webinar will provide a high-level overview of the System and Organization Controls
(SOC) for Cybersecurity reporting framework. Cybersecurity incidents are extremely costly to
organizations and have a negative impact on stakeholder trust in the organization. In
response to concerns that stakeholders do not have enough timely information regarding an
organization’s cybersecurity risks and risk management efforts, the American Institute of
Certified Public Accountants (AICPA) recently developed a cybersecurity risk management
reporting framework to guide organizations in enhancing their cybersecurity-related
disclosures. The reporting framework, (SOC) for Cybersecurity, helps organizations
communicate to stakeholders about their cybersecurity risk management programs and
provides a basis for a cybersecurity examination. The reporting framework is flexible and
allows criteria such the NIST Critical Infrastructure Cybersecurity Framework and ISO
27001/27002 to be used as the control criteria.

Objectives:
To gain an understanding of:

e Threats and impacts that cybersecurity breaches have on organizations
e SOC for cybersecurity risk management reporting framework

Who Should Attend

Personnel from State Agencies, Universities, and Community Colleges

CPE Logistics

CPE Credit: 1.0 hours

Materials: Will be provided before webinar
Teaching Method: Live Webinar

Prerequisites: None

Advance Preparation: None

Level: Basic

Webinar Developer: NC State University

Webinar Sponsor: NC Office of the State Controller



https://poole.ncsu.edu/
https://www.osc.nc.gov/about/who-we-are

NOTE: There will be NO site administrator or group registrations for this webinar.
During the webinar, participants are required to be individually logged on for no less
than 50 minutes of the webinar and respond to three polling questions to receive CPE
credit. Your time will be tracked to accurately award 1 hour of CPE credit.

IMPORTANT: There will be NO partial credit given. If you watch this as a group, there
will be NO CPE credit awarded.

Speaker — Robin Pennington
Associate Professor of Accounting, Poole College of Management

Robin researches and teaches in the area of accounting
information systems. Prior to becoming an academic,
Robin was a CPA in the state of South Carolina practicing
in the areas of auditing, information systems and internal
controls. She completed her Ph.D. at the University of
South Carolina. Her research has been published in
several journals including Journal of Information Systems,
International Journal of Accounting Information Systems,
Behavioral Research in Accounting, Journal of
Management Information Systems, Decision Sciences,
Journal of Accounting, Auditing and Finance, Computers
and Human Behavior and Advances in Accounting Behavioral Research. She serves
on the editorial boards of the Journal of Information Systems and International Journal
of Accounting Information Systems. She is a past president of the Accounting
Information Systems Section of the American Accounting Association, and a member
of the AICPA and ISACA organizations.
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THE AICPA’S CYBERSECURITY RISK
MANAGEMENT REPORTING FRAMEWORK
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Topical Overview

The rise in cybersecurity incidents

Cybersecurity Risk Management Programs in
organizations

Cybersecurity control frameworks
Communications to stakeholders

The basics of the new cybersecurity reporting
framework developed by the AICPA

The description criteria for management’s report
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Cybersecurity breaches on the rise

National Governors Association:

“States are attractive targets because they collect and store massive
amounts of personal and financial data. They also own, control and
regulate critical infrastructure. Yet all states struggle to defend agencies
against cybersecurity threats. Some of the most sophisticated cyber
hacking tools—once the sole purview of militaries and intelligence
agencies—are now widely available to anyone with an Internet
connection. States are on the front lines of cybersecurity, and adversaries
will continue to target them.”

e i
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MANAGEMENT

Cybersecurity breaches on the rise

Notorious Financial Data/Credit Card/Personal Data
Examples:

2018 Marriott, British Airways, Macy’s,
Bloomingdales, Facebook

2017 Equifax
2014 JP Morgan
2014 Home Depot
2013 Target

POOLE :2:ee ot Department of Accounting
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Cybersecurity breaches on the rise

Notorious Government Examples:
2019 City of Tallahassee
2018 Medicare and Medicaid
2016 Democratic National Committee
2014 US Office of Personnel Management
2014 German Parliament
2013 Singapore cyberattacks

AT
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Cybersecurity breaches on the rise

University Examples:
2019 Georgia Tech
2018 Yale (from a decade ago)
2017 Washington State University
2016 NC State University
2014 Duke University and Duke Medicine

PODLE i e Department of Accounting
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Cybersecurity Risk Management Programs

An entity’s policies and procedures (i.e., internal
controls) put in place to secure and protect
information and systems from cybersecurity events
and to detect, respond and recover from events that
are not prevented from occurring.

T
POOLE (25t Department of Accounting

Cybersecurity Control Frameworks

National Institute of Standards and Technology
(NIST)
Adopted by the state of North Carolina

ISO 27001/27002
HITRUST

Trust Services Framework
COBIT

PODLE i e Department of Accounting



Communication to Stakeholders

How informed are stakeholders?

How do stakeholders learn about an entity’s
cybersecurity risk management initiatives?

How important is communication to stakeholders?
What about communication of cybersecurity
breaches?

Current guidelines
Press Releases

POOLE {25t I ——

Polling Question #1

What cybersecurity risk management framework does
the State of NC use?

National Institute of Standards and Technology
(NIST)

ISO 27001/27002
HITRUST

Trust Services Framework
COBIT

PODLE i e Department of Accounting
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SOC for Cybersecurity
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SOC for Cybersecurity - History

SAS 70

Service Organization Controls:
SOC 1
SOC 2
SOC 3

SSAE 16

Systems and Organization Controls
SSAE 18

SOC Suite of Services

POOLE :2:ee ot Department of Accounting
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SOC for Cybersecurity - History

Why SOC for Cybersecurity?

Numerous risk management frameworks

No common criteria for disclosures about the entity’s
cybersecurity risk management program

No widely accepted approach or professional
standards for providing security assessments

POOLE {25t I ——
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SOC for Cybersecurity

Cybersecurity Risk Management Reporting
Framework — a few objectives:
Common description criteria
Helps to reduce communication and compliance burden
Useful information for stakeholders
Comparability among organizations

Common criteria for assessment

POOLE :2:ee ot Department of Accounting
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SOC for Cybersecurity

Flexibility built in:

Voluntary disclosure
Framework choice
Best practices
Scalable and flexible
Evolving

POOLE {25t
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Department of Accounting

SOC for Cybersecurity

3 Reporting Levels:

Entity
Service Provider
Supply Chain

POOLE 5t

16

Department of Accounting

5/30/2019



SOC for Cybersecurity

Entity Level Reporting

1. Management’s Description
2. Management’s Assertion
3. Practitioner’s Opinion

T
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SOC for Cybersecurity

Entity Level Reporting — two sets of criteria:

1. Description Criteria
2. Control Criteria

PODLE i e Department of Accounting
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SOC for Cybersecurity

Criteria flexibility:

AICPA has developed criteria based on the Trust

Services Framework, however, management may
select other criteria (control frameworks) for the

description criteria and control criteria

AT
POOLE G2eet Department of Accounting
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Polling Question #2

SOC for Cybersecurity provides which of the following
criteria:

Description Criteria
Control Criteria
Both Description and Control Criteria

POOLE :2:ee ot Department of Accounting
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SOC for Cybersecurity

Entity Level Reporting:
Management’s Description

T
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SOC for Cybersecurity

Description Criteria include the following categories:

a. Nature of Business and Operations
Nature of Information at Risk

c. Cybersecurity Risk Management Program
Objectives

POOLE :2:ee ot Department of Accounting
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SOC for Cybersecurity

Description Criteria include the following categories:

d. Factors that have a Significant Effect on Inherent
Cybersecurity Risks

e. Cybersecurity Risk Governance Structure
Cybersecurity Risk Assessment Process

T
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SOC for Cybersecurity

Description Criteria include the following categories:

g. Cybersecurity Communications and the Quality
of Cybersecurity Information

h. Monitoring of the Cybersecurity Risk
Management Program

i. Cybersecurity Control Processes

PUDLE i e Department of Accounting
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Polling Question #3

The description criteria elements recommended in
SOC for Cybersecurity reporting framework are
intended for voluntary disclosure.

True
False
%Eﬁm Department of Accounting
25
SOC for Cybersecurity
Entity Level Reporting:
Management’s Assertion
%;ﬁm Department of Accounting
26
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SOC for Cybersecurity

Management’s Assertion:

Management provides an assertion regarding whether
the description is presented in accordance with the
stated criteria and whether the controls in place were
effective to achieve the entity’s cybersecurity objectives
based on the control criteria.

e -
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SOC for Cybersecurity — Management’s Assertion Example

Section 1—Assertion of the Management of XYZ Manufacturing
Introduction

We have prepared the attached XYZ Manufacturing’s Description of its Cybersecurity Risk Management
Program throughout the period January 1, 20X1, to December 31, 20X1, (description) based on the
criteria for a description of an enfity's cybersecurity risk management program identified in the AICPA
Description Criteria for Management's Description of an Entity's Cybersecurity Risk Management
Program (description criteria). An entity's cybersecurity risk management program is the set of policies,
processes, and controls designed to protect information and systems from security events that could
compromise the achievement of the entity’s cybersecurity objectives and to detect, respond to, mitigate,
and recover from, on a timely basis, security events that are not prevented. We have established XYZ
Manufacturing’s cybersecurity objectives, which are presented on page XX of the description. We have
also identified the risks that would prevent those objectives from being achieved and have designed,
implemented, and operated controls to address those risks.

PODLE ] Department of Accounting
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SOC for Cybersecurity — Management’s Assertion Example

Inherent Limitations

There are inherent limitations in any system of internal control, including the possibility of human error
and the circumvention of controls. Because of inherent limitations in its cybersecurity risk management
program, an entity may achieve reasonable, but not absolute, assurance that all security events are
prevented and, for those that are not prevented, detected on a timely basis.

Examples of inherent limitations in an entity's cybersecurity risk management program include the
following:

+ Vulnerabilities in information technology components as a result of design by their manufacturer
or developer

+ Ineffective controls at a vendor or business partner

+ Persistent attackers with the resources to use advanced technical means and sophisticated social
engineering techniques specifically targeting the entity

[T
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SOC for Cybersecurity — Management’s Assertion Example

Assertion

We assert that the description throughout the period January 1, 20X1, to December 31, 20X1, is
presented in accordance with the description criteria. We have performed an evaluation of the
effectiveness of the controls included within the cybersecurity risk management program throughout the
period January 1, 20X1, to December 31, 20X1, using the criteria for security, availabiity, and
confidentiality set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availabilty,
Pracessing Infegriy, Confidentiality, and Privacy (AICPA, Trust Services Criteria) (control criteria). Based
on this evaluation, we assert that the controls were effective throughout the period January 1, 20X1, to
December 31, 20X1, to achieve the entity’s cybersecurity objectives based on the control criteria.

POULE e Department of Accounting
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SOC for Cybersecurity

Entity Level Reporting:
Practitioner’s Opinion

T
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SOC for Cybersecurity

Practitioner’s Opinion:

CPA’s opinion on the description and the
effectiveness of the controls based on the
criteria.

PODLE i e Department of Accounting
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Polling Question #4

Does a third party validate your entity’s cybersecurity
risk management program?

Yes
No
Not Sure

e
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Key Takeaways — SOC for Cybersecurity

Cybersecurity incidents are on the rise
Organizations need robust cybersecurity risk
management programs to control risks

Many cybersecurity control frameworks exist
Communications to stakeholders is important

The AICPA developed the SOC cybersecurity
reporting framework to address the market need for
a common language and common criteria regarding
cybersecurity initiatives

POOLE :2:ee ot Department of Accounting
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Thank You!

P v
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Karen Schinsky-UNC Chapel Hill

Rodney Smith-UNC Chapel Hill
Tiffany Temple-UNC Chapel Hill
Yiwen Wang-UNC Chapel Hill

Xiyue Zhao-UNC Chapel Hill

Eric Bowers-UNC Charlotte

Anne Brown-UNC Charlotte

Donna Cochran-UNC Charlotte
Valerie Crickard-UNC Charlotte
Mark Haire-UNC Charlotte
Rebekah Hartberger-UNC Charlotte
Amy Hislr-UNC Charlotte

Tracee Jackson-UNC Charlotte
Richard John-UNC Charlotte
Heather McLendon-UNC Charlotte
Molly Murphy-UNC Charlotte
Elizabeth Palian-UNC Charlotte
Sarah Pinion-UNC Charlotte
Kimberly Saunders-UNC Charlotte
Kimberly Seamans-UNC Charlotte
Becky Smith-UNC Charlotte

William Sturmer-UNC Charlotte
Lloyd Tiamfook-UNC Charlotte
Vicki Turman-UNC Charlotte

Jared Waugh-UNC Charlotte

Kerin Weston-UNC Charlotte

Katie Condit-Jang-UNC Greensboro
Sema Kara-UNC Health Care

Jean Kaseke-UNC Health Care
Joanne Rich-UNC Health Care
Rashmi Shivaraj-UNC Health Care
Daniel Yarborough-UNC Health Care
Leslie Gura-UNC Health Care System
Seong Woon Mo-UNC Health Care System
Susan Schena-UNC Healthcare
Mark Causey-UNC Hospitals
Carolyn Perkins-UNC Hospitals



Jessica Rosera-UNC Hospitals

John Storment-UNC Hospitals

Janina Thomas-UNC Hospitals
Roshmi Valiyapurayil-UNC Hospitals
Richard Wilson-UNC Hospitals
Jacqueline Strickland-UNC Pembroke
Linda Garr-UNC Rex Healthcare
Anthony Gentile-UNC Rex Healthcare
Stephen Cochrane-UNC School of the Arts
Gary Penrod-UNC School of the Arts
Susan Williams-UNC TV

Elizabeth Davis-UNC Wilmington
Joanne Ferguson-UNC Wilmington
Kelly Mintern-UNC Wilmington
Shelley Morris-UNC Wilmington
Stefanie Powell-UNC Wilmington
Debbie Dryer-University of NC System Office
Linda Lejnar-Wake Technical CC
Marla Tart-Wake Technical CC

Hillary Matthews-WCU

Greg Plemmons-WCU

Tabatha Springer-WCU

David Steinbicker-WCU

Gina Steinbicker-WCU

Todd Leck-Wildlife

Frank Lord-WSSU
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