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This material was used by Elliott Davis during an oral presentation; it is not
a complete record of the discussion. This presentation is for informational
purposes and does not contain or convey specific advice. It should not be
used or relied upon in regard to any particular situation or circumstances
without first consulting the appropriate advisor. No part of the
presentation may be circulated, quoted, or reproduced for distribution
without prior written approval from Elliott Davis.
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ABOUT US

Industries

Services Your industry is unlike any other and we know it.

We take a dynamic approach to Our dedicated industry practices include:

serving our clients — combining
deep technical knowledge with
applied forward-thinking
experience. Our wide range of
services include:

Closely Held Business Hospitality & Restaurants
Construction Manufacturing & Distribution
Healthcare Entertainment & Sports
Financial Services Government

Tax Private Equity Real Estate

Assurance

Consulting:

eForensic, Valuation & Litigation
Services

eRisk Advisory Services

eTransaction Advisory Services

*Management Consulting
Services

People

We’'re a team of nearly 800 trusted advisors, many who
are CPAs and have backgrounds as CFOs and controllers,
that service the Southeast US. We use our diverse
experience to solve rapidly evolving and complex business
issues.
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Forensics, Valuation and Litigation

. elliott davis
Support Services

Fraud
Investigations

* Embezzlements

e Contract and

procurement
fraud

® Ponzi schemes

¢ Conflicts of
interest

e Other

Fraud Risk
Assessments

¢ Proactive risk
evaluation

e Internal control
reviews

Business
Valuations

* Buy/Sell
agreements

¢ Purchase price
allocations

e Goodwill and
intangible
impairment

e ESOP

¢ Gift and estate
valuation

Litigation
Support
e Damage
calculations
e Lost profits
e Discovery
assistance
¢ Other

© Elliott Davis, LLC © Elliott Davis, PLLC
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What is Forensic Accounting? elliott davis

Fraud Prevention,
Detection, and
Investigation

Financial Statement

Family Law Misrepresentation, Fraudulent
Conveyance
Bankruptcy,
Insolvency and
Reorganization Computer

Forensic Analysis

Personal Injury and

Wrongful Death Economic
Damages Damages
Calculations Calculations

© Elliott Davis, LLC © Elliott Davis, PLLC

About the ACFE Fraud Study elliott davis

* The ACFE Report to the Nations is contributed by CFEs around
the world.

* The 2016 study consists of 2,400 cases, with over 1,000 cases
coming from the United States.

* Can only study fraud cases that are identified and reported.
* Hard to accurately determine global impact of fraud.

© Elliott Davis, LLC © Elliott Davis, PLLC
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Fraud Tree elliott davis

Asset Financial
Misappropriation Statement Fraud

I Wlegal [o— Net Worth / Net Worth /
Bribery Gratuities ST Net Income: Net Income
Overstatement Understatements

Inventory and
All Other
Assets

Corruption

Theft of Cash
Receipts

False Sales
& Shipping
Purchasing
Forged P
Endorsement Seeving
e Uncancealed
Payee Larceny

€ ©Elliott Davis, PLLC
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Fraud Tree - Corruption elliott davis

Conflicts Briber lllegal Economic
Y Gratuities Extortion

of Interest
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Fraud Tree — Asset Misappropriation

elliott davis

Asset
Misappropriation

Inventory and
All Other

Fraudulent
Disbursements
Asset
Requisitions
& Transfers
False Sales
& Shipping

— | m
Unconcealed
Larceny

Theft of Cash Theft of Cash
on Hand Receipts

Purchases

© Elliott Davis, LLC © Elliott Davis, PLLC

Fraud Tree — Financial Statement Fraud | €lliott davis

Financial
Statement Fraud

Net Worth /

Net Worth /
Net Income

Net Income
Overstatement

Understatements

© Elliott Davis, LLC © Elliott Davis, PLLC

4/12/2018



4/12/2018

Other Fraud Types - Cyber elliott davis

Virus/worm infestation 33%

26%

Email-based Phishing attack
Daa o s ot
syste issues 24%
P e SR o I =
custorner or employee data
s i ooy I =
malware or syslem issue

Insider theft of custorner or
employee data

Petarosgl e 1 ool I -~
|P/trade secrets/R&D0D
Pata doloion by matcous nscor

Lost equipment with sensitive data

e e e I

secrets/R&D
At o
custorner data 16%

Denial of sarvice attack 14%
Ransomuars atack [N 9%
Srolen oo e s
sensitve date 1%

*  From the Kroll Global Fraud & Risk Report (2016/17)
© Elliott Davis, LLC © Elliott Davis, PLLC

Schemes by Industry elliott davis

Banking and
Financial Services
Administration
Manufacturing
Health Care
Education
Construction
Insurance
Oil and Gas
Technology
Services (Other)
Transportation and
Warehousing
Telecommunications
(Professional)
or Social Services

)
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Government and

=
©
N
3
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Cases

13.6%

Cash Larceny

Cash on Hand 17.9% | 10.5% | 8.3% [11.1%(17.4%(11.5%( 7.0% | 4.7% | 9.5% | 8.1% |22.9%| 5.9% | 4.8%

Check Tampering 9.5% 9.2% (13.5%(14.6%| 7.6% | 9.6% |10.5%|17.6%| 4.1% | 5.4% |18.6%( 10.3% | 6.5%

Corruption 41.9%

Expense 5.4% | 15.7%
Reimbursements

:'r::zc'a'S'a'e'“e"t 12.0%| 7.9% 5.3% | 5.8% |17.4%| 7.1% | 6.8% |12.2% 3.8%

Non-Cash 10.6% | 14.8% . - 22.1% 13.5%

Payroll 3.8% | 13.5% [11.5%| 9.7% | 7.6% | 3.8% |16.3%| 5.9% | 8.1% | 2.7% (11.4% | 7.4% | 3.2% |11.7%| 13.5%

20.9%

Register
Disbursements

2.7% 1.7% |57%|21% | 1.5% | 8.7% | 1.2% | 0.0% | 0.0% | 1.4% | 5.7% | 2.9% | 3.2% | 1.7% 1.9%

6.8% | 14.0% |83% 12.5%-17.3% 15.1%(10.6% | 8.1% | 5.4% |21.4%| 11.8% | 6.5% (18.3% | 19.2%
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Schemes Based on Perpetrator’s Department | €lliott davis

Department/Scheme
Accounting
Operations

Executive/Upper
Management
Customer Service
Purchasing
Warehousing/
Inventory

Billing
Cash Larceny 14.9% 7.7% 8.1% 10.1% 14.3% 3.7% 18.1% 0.0%
Cash on Hand 13.8% 6.5% 12.3% 18.5% 13.0% 22.3% 5.8%

Check Tampering
Corruption
Expense
Reimbursements

Financial
fnancia 129% | 54% | 7.3% 37% | 31% | 23.4% | 9.3%
Statement Fraud

15.8% 12.2% 14.2% 23.7% 5.8% 14.9% 14.9% 3.5%

Non-Cash 7.2% | 19.6% | 204% | 24.6% | 164% | 186% | 13.8%
Payroll 216% | 64% | 15% | 104% | 3.7% | 50% | 7.4% | 23%
Reglster 32% | 42% | 5.0% | 18% | 32% | 43% | 32% | 0.0%
Disbursements

Skimming 17.5% | 12.8% | 11.9% | 11.8% | 169% | 7.5% | 12.8% | 58%

© Elliott Davis, LLC © Elliott Davis, PLLC

Polling Question #1 elliott davis

* Which department is most likely to be impacted by
corruption?
* A) Accounting
* B) Purchasing
* C) Sales
* D) Customer Service

Answer: B

© Elliott Davis, LLC © Elliott Davis, PLLC



Common Concealment Methods
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Created Fraudulent
Physical Documents |

Altered Physical Ducumcula

Altered Transactions in
the Accounting S_vslcm

Created Fraudulent Transactions
in the Accounting System

Destroyed Physical Documents

Asset
Misappropriation

. Corruption

Financial
Statement Fraud

How Fraud is Detected

© Elliott Davis, LLC © Elliott Davis, PLLC
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Tip

Internal Audir
14.4%

13.4%
Management Review 16.0%
) 14.6%
5.6%
By Accident 6.8%
7.0%

3.3%

DETE

-

>
L
#

M 2016
W 2014
W 2012
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Anti-Fraud Controls at Victim Organizations

External Audic of F/S | 1.7
Code of Conduct | I < 1106
Internal Audit Departmen t |EEE—S S 7%

j Management Certification of F/S | N, 71 .90
= External Audic of ICOFR I N, G5
? Management Review 1, .76
b Independent Audit Committee [N, G250
3 Hodine | G0.190
} Employee Support Programs |1, 56. 1
Fraud Training for Employees | N, 51 .o¢
> Fraud Training for Managers/Executives [ R, 51 3o
4

Anti-Fraud Policy [ NN /o 600
Dedicated Fraud Department, Function, or Team [ N R, - 129
Formal Fraud Risk Assessments [ RN : 3o«
Surprise Audits | INEREE :7.500
Proactive Data Monitoring/Analysis [ R -5 o
Job Rotation/Mandatory Vacation | I NRERE 19 4%
Rewards for Whistleblowers | N RN 12.1%

Trends in Anti-Fraud Controls

© Elliott Davis, LLC © Elliott Davis, PLLC

elliott davis

il 2010 2016 Change from
Implementation Rate  Implementation Rate 2010-2016
Hotline 51.2% 60.1% 8.9%
Fraud Training for Employees 44.0% 51.6% 1.6%
Anti-Fraud Policy 42.8% 6.8%
Code of Conduct 74.8% 6.3%
Management Review 58.8% 5.9%
ST | I o
Fraud Training for Managers/Executives 5.2%
Independent Audit Committee 4.1 %
"Management Certification of Financial Statcments. 4.0%
RewardsforWhinleblowsts 5%
Job Rotation/Mandarory Vacartion 2.8%
External Audic of Inernal Controls over Financial Reporting 2.2%
Erplayee Support Programe 15%
External Audit of Financial Statements UE%

© Elliott Davis, LLC © Elliott Davis, PLLC
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Behavioral Red Flags Displayed by elliott davis

Perpetrators

Living Beyond Means | 5.5
Financial Difficulties [ R 0.0
Unusually Close Association with Vendor/Customer [ N RREREEE 0. >
Wheeler-Dealer Autitude [ N RN 15 3
Control Issues, Unwillingness to Share Duries | N RRRRNREM 15.3%
Divorce/Family Problems [N REREEN 13.4%
Irritability; Suspiciousness, or Defensiveness | N RN 12 2%
Addiction Problems [N N 10.0%
Complained About Inadequate Pay | NN RN 0.0
= No Behavioral Red Flags [ RN s o
o Refusal to Take Vacations | 7.5%
Excessive Pressure from Within Organization || N N IEEENN 7.0%
Past Employment-Related Problems [N 6 8%
Social Isolation | NN 5.9%
Past Legal Problems [N 5.6%
Other [N 55%
Excessive Family/Peer Pressure for Success [N 5.1%
Complained About Lack of Authority [ |4.4%

Instability in Life Circumstances [ 4.3%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

RED
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Impact of Collusion elliott davis

$700,000 60%
52.9% $633,000
$600,000 7
50%
$500,000
@ 40%
S $400,000
< 30%
= $300,000 $294,000
$220,000 SO
$200,000
$150,000
$100,000 $85,000 10%
$0 . 0%

One Two Three Four Five or More

I Median Loss ~ —@®—— Percent of Cases
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How Collusion Impacts Fraud Detection | €lliott davis

* Colluding individuals can circumvent the strongest
internal controls.

* Internal and external auditors may opine that
appropriate controls are in place but hard to evaluate
if and when employees are working together to
commit fraud.

* The presence of collusion may make it appear that
internal controls are functioning as they should.

© Elliott Davis, LLC © Elliott Davis, PLLC

How Collusion HELPS an Investigation elliott davis

* Fraudsters need to coordinate their activities and are
likely to communicate about their intent.

* Provides opportunity for investigators to uncover
evidence.

* Emails, phone and text communications are now
logged and saved by companies.

* Analytics and audit trails can reveal patterns within
accounting systems of colluding employees.
* Example: Timing of approvals.

© Elliott Davis, LLC © Elliott Davis, PLLC
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Disclosure on the Case elliott davis

* The name of the firm and employees have been
modified to protect the privacy of the company.

* The investigation is on-going and the suspects are
awaiting trial.

© Elliott Davis, LLC © Elliott Davis, PLLC

Case Introduction elliott davis

* Company with over 3,000 employees and revenues
exceed $300 Million.

* The Company has a robust accounting and finance
department that is separated into several functional
areas (Accounts Payable, Tax, Treasury, etc.)

* The Company is regularly audited.

© Elliott Davis, LLC © Elliott Davis, PLLC
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Initial Response elliott davis

* The Company was notified by one of its banks that
there were suspicious round dollar wire transfers.

* Management identified two employees involved in
creating the suspicious wire transfers.

* One was the manager in charge of all treasury functions,
the other was a accountant.

© Elliott Davis, LLC © Elliott Davis, PLLC

The “Confession” elliott davis

* Both employees were interviewed regarding the
bank identified wire transfers.

* The Manager confessed to transferring
approximately $600,000 to her and the Accountant’s
bank accounts.

* The Manager confessed that she and the Accountant
had experienced financial hardship.

* The Accountant provided no confession.

© Elliott Davis, LLC © Elliott Davis, PLLC
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Elliott Davis’ Plan of Attack elliott davis

* Review evidence collected by company, develop list
of subjects of interest/accomplices.

* Developed list of all known bank accounts linked to
subjects of interest. Used public filings (bankruptcy
documents), personnel files, emails, etc.

* Extensive electronic discovery — email reviews,
deleted file review, cell phone examination, etc.

* Searched all bank accounts utilized by the Company
identify wire transfers to known subject of interest
bank accounts.

* Traced wire transfers to the general ledger.

© Elliott Davis, LLC © Elliott Davis, PLLC

2016 Wire Transfers elliott davis

* Based on notifications from the bank and the
Manager’s confession, the initial $600,000 of
unauthorized wire transfers were easily identified.

Company Bank Acct X
2/18/16 - $100,000 Manager

2/19/16 - $100,000 Acct 1111 - $300,000
3/09/16 - $100,000 e ——
3/13/16 - $100,000 / Acct 2222 - $200,000

11/15/16 - $100,000
11/15/16 - $100,000

Accountant
Acct 3333 - $100,000

© Elliott Davis, LLC © Elliott Davis, PLLC
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2015 Wire Transfers elliott davis

Company Bank Acct X
8/20/15 - $105,163
8/24/15 - $122,000
10/20/15 - $50,000
10/28/15 - $50,000

Manager
Acct 1111 - $172,000

Observations:

© New bank account being used by the Accountant (3
Accounts Total)

© $105,163 is a very specific wire transfer amount...

© Elliott Davis, LLC © Elliott Davis, PLLC

Polling Question #2 elliott davis

* Why do you think the Accountant picked $105,163 to wire to
himself in August 20157?

* A) It is his favorite number.
* B) Relates to a specific debt he needs to pay off.
* C) It is an amount the company frequently wires.

* D) It is identical to another payment made in August.

Answer: D

The Company had sent a legitimate wire to a
vendor on the same day in the same amount.

© Elliott Davis, LLC © Elliott Davis, PLLC
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New Findings — Additional Transfers elliott davis

*  For 2015 - Identified 10 wire transfers to employee’s

personal bank accounts.

*  For 2014 - Identified 8 wire transfers to the Manager’s Bank
Account 1111, but SO to Accountant’s bank accounts.

*  Wire transfers no longer from Company Account X, but
were from Company Account Y — the main operating

account.

Sample wire transfers from 2014 & 2015

8/19/14 - 562,937
8/22/14 - $77,746
12/28/14 -$3,311
1/09/15 - $8,323

1/12/15 - $8,421
3/28/15 - $7,862
5/16/15 - $32,175
5/16/15 - 531,746

© Elliott Davis, LLC © Elliott Davis, PLLC

Down the Rabbit Hole... elliott davis

* Expanded scope to include an additional 3 years.
* |dentified one transfer in 2013 to the Accountant’s 4444

account... however....

Company Bank Acct Y
6/14/13 - $10,000

Legitimate Internal
Wire Transfer

6/14/13 - $10,000
6/14/13 - $10,000 \\ Accountant

Acct 4444 - $10,000

via Bankruptcy Filing

Acct 5555 linked to Manager

NG Manager

Acct 5555 - $10,000

16



Further Down the Rabbit Hole... elliott davis

* After identifying the Manager’s Acct 5555 was used, it was

searched in all available records.

* Discovered a single transfer in 2012.

Company Bank Acct Y

11/20/12 - $100,000

11/20/12 - $50,000
11/20/12 - $50,000 \\

Acct 6666 originally
unknown to FBI, Indictment
confirmed it is owned by
Accountant.

N

Legitimate Transfer to
Fund 401k for
Employees

Manager
Acct 5555 - $50,000

Accountant

Acct 6666 - $50,000

* In total, the Manager and Accountant initiated 38
unauthorized wire transfers. The Accountant
received approximately $630,000. The Manager

received approximately $850,000.

* The Accountant would intercept wire confirmations
before being recorded to general ledger.

¢ ...But then the ledger and bank accounts wouldn’t

reconcile?!

© Elliott Davis, LLC © Elliott Davis, PLLC
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HOW?! (Continued...) elliott davis

* The Accountant also had reconciliation responsibilities
for the main operating account.

* A separate Analyst in the Treasury Department was in
charge of reconciling Bank Account X.

* The Accountant was the only one able to access the bank
statements for Bank X. The Analyst would request the
statements from the Accountant each month.

* You guessed it... the Accountant altered the statements

to hide the unauthorized wire transfers in late 2015 and
2016.

© Elliott Davis, LLC © Elliott Davis, PLLC

It Doesn’t Stop with Wire Transfers... elliott davis

* FBIl agents revealed they identified checks issued to

vendors that were deposited in the Manager’s bank
accounts.

* FBl identified 18 checks deposited in a 6 month
window.

* This new issue was surprising as the Manager and
Accountant did not have access to Accounts Payable

and could not create checks to vendors (or fictitious
vendors).

¢ Lets look at the evidence...

© Elliott Davis, LLC © Elliott Davis, PLLC
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Check Scheme, Too!?

SE,va

| §eeg 18208
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Check Scheme, Too!?

© Elliott Davis, LLC © Elliott Davis, PLLC
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* Check clearly indicates “Wrong Date” and “Void.”

© Elliott Davis, LLC © Elliott Davis, PLLC

Void Check Data Analysis elliott davis

* Based on the FBI’s findings, we completed an
analytical process to identify any checks marked for
void that cleared the account.

* Analysis was limited by the amount of cleared check data
available — company could only obtain two years of
cleared check data.

* FBI confirmed that void checks were being stolen as
far back as 2012.

* Approximately $500,000 and 150+ stolen checks.

© Elliott Davis, LLC © Elliott Davis, PLLC
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How?!... Again... elliott davis

* Examination of the routing numbers for the deposit
banks indicate the checks were deposited via
electronic means (phone or ATM).

* When a Stop Payment or Void was needed on a
transactions, the Accountant was involved in
confirming checks had not cleared.

* Based on the check and deposit dates, the checks
were likely held checks for a long period of time
before they were deposited.

* FBI confirmed both the Manager and Employee stole
void checks.

© Elliott Davis, LLC © Elliott Davis, PLLC

Missed Red Flags... elliott davis

e Living Beyond Means | .57
= Financial Difficultics [N :0.0% |
Unusually Close Association with Vendor/Customer | PuBIA
Wheeler-Dealer Autitude | RN 5 25
el (ontr0] Issues, Unwillingness ro Share Duries | N RERE 15 .3%
ey Divorce/Family Problems [N 13 4%
Irritability, Suspiciousness, or Defensiveness | N NREREMNN 12 3%
Addiction Problems | 10.0%
Complained About Inadequate Pay | N NEEEEE 9.0%
No Behavioral Red Flags [ SN s 5
Refusal to Take Vacations | [ NN 7.5%
Excessive Pressure from Within Organization | N NI lIlEN 7.0%
Past Employment-Related Problems [N 6 8%

Social Isoladon [N 5.9%

Past Legal Problems [ 5.6%

Other [N 55%

Excessive Family/Peer Pressure for Success [N 5.1%
Complained About Lack of Authority [N |4.4%
Instability in Life Circumstances [N 4.3%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

© Elliott Davis, LLC © Elliott Davis, PLLC
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How Internal Controls Could Have Helped elliott davis

* The bank reconciliations should not have been
completed by employees who can initiate or record
cash transactions.

* The Company requires two signatures for amounts
over $10,000, however, the signoff process was
completed on paper and the actual transfers were
executed by the Manager and Accountant.

* Review of wire transfers by non-treasury personnel.

* |.e. daily report review of all wire activity to make sure
proper authorization was granted.

© Elliott Davis, LLC © Elliott Davis, PLLC

How Internal Controls Could Have Helped elliott davis

* Company Account X was intended to be used for
deposits only but a large balance was allowed to
accumulate. The account was not properly swept.

* No rotation of positions.

* Accountant had the same responsibilities for over 8 years
reporting to the same Manager.

* Proper marking on void checks — VOID should pass
over payee and amount information, remove
signature, etc.

* System controls that would indicate to management
if a check marked for void was cashed.

© Elliott Davis, LLC © Elliott Davis, PLLC
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Remember A.R.C. For Separation elliott davis

of Duties

e Authorization

* Verifying and reviewing collections and disbursement
reports.

* Approving purchase orders, invoice payments, wire
transfers.

* Record
* General ledger postings.

* Reconciling bank statements and inventory counts.

* Custody

* Access to bank accounts for collections and
disbursements.

© Elliott Davis, LLC © Elliott Davis, PLLC

Polling Question #3 elliott davis

* What does the A stand for in A.R.C?
* A) Assess.
* B) Abbreviate.
* C) Authorization.

* D) Accrue.

Answer: C

© Elliott Davis, LLC © Elliott Davis, PLLC
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Lessons Learned on Investigating Fraud | €lliott davis

* Be flexible and open minded...

* Do not get fixated on one scheme or fact.

* While there may be pressure to finalize the investigation
as quickly as possible, be prepared to expand your scope.

* Do not underestimate the power of publicly available

information (bankruptcy filings, background investigative
reports, etc.)

© Elliott Davis, LLC © Elliott Davis, PLLC
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Jason Ligon

Email: Jason.Ligon@elliottdavis.com
Phone: 980.201.3921

Sharon Hamrick

Email: Sharon.Hamrick@elliottdavis.com
Phone: 423.308.0629

Website: www.elliottdavis.com

Elliott Davis provides comprehensive assurance, tax and consulting solutions to diverse
businesses, organizations and individuals. With a network of forward-thinking professionals in
major U.S. markets and alliance resources across the globe, the firm ranks among the top 40 and
fastest-growing accounting firms in the U.S. Visit elliottdavis.com for more information.
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