INTEGRATED HR-PAYROLL SYSTEM
HR | PAYROLL | BENEFITS | TRAINING | TIME

Personally Owned PC Requirements

NOTE: The browser settings shown in this document do not prevent the security banner pop-up
message from displaying at the bottom of the browser window when launching a SAPGUI client from the
browser. End-users will need to click the Open button on the prompt to proceed.
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Office of the State Controller
Home/Personal PC Requirements

If your home computer does not meet the following minimum requirements, we cannot guarantee
you will be able to access the Integrated HR-Payroll System (formerly BEACON):

Personal Computer (PC) Minimum Requirements
e Personal computer (PC) with an Intel Pentium-compatible 1+ gigahertz (GHz) processor
e Memory: 1 gigabyte (GB) of RAM
e Hard disk: 1 gigabyte (GB) of available hard disk space

PC Software
e  Operating Systems: Windows 10

e Acrobat Reader: X, XI, DC

e Supported Browser(s): Internet Explorer version 11, Edge
e Additional Business Objects requirement: Adobe Flash Player add-on (Shockwave Flash Object)

Portal Browser Settings
e Enable java scripts
e Enable cookies
e Add to Pop-up Blocker’s list of Allowed sites for AND add to Trusted Sites the following domains:
*.nc.gov
* its.state.nc.us
*.csod.com (only if the end-user’s problem is regarding access to the NC Learning Center site)

If you're not sure which version of Microsoft Internet Explorer you are using currently, follow these easy
steps:

1. Click on Help in your browser's toolbar.
2. Select About Internet Explorer.

A window will display browser information including the version number.

The OSC Technical Team tests supported browsers extensively to ensure that you have the highest
quality experience and the highest level of security. As a result, we support only the newest, most
widely adopted versions of Internet Explorer.

Note: The following information is meant to help you gain access to the Integrated HR—Payroll System
(formerly BEACON) using your home computer. If you have reservations about making adjustments to
your home computer, then we suggest you attempt to gain access to the Integrated HR—Payroll
System through a state computer, which should already be properly configured. Please make sure to
always protect your NCID password.

If you are having problems accessing the portal from your home computer, the following is a step-by-
step review of the Internet Explorer browser settings which should be established.

Adobe Flash Player add-on
The add-on may be available for download via http://get.adobe.com/flashplayer/. An account with
administrative privileges on your computer may be necessary in order to successfully install the add-on.
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After installing the add-on, verify that it is enabled by going to the following: Tools - Manage add-ons
- Toolbars and Extensions > Shockwave Flash Object = if the Enable button in shown, click it.

p
Manage Add-ons

B

View and manage your Internet Explorer add-ons

Add-on Types Mame

Q’}Toolbars TS Adobe Systemns Incorporated

p Search Providers
[ Accelerators
@Tracking Protection

Shockwa\.re Flash Object

Shockwave ActiveX Control

Adobe Systems, Incorporated

Adobe PDF Reader

s8¢ : )
+ Spelling Correction Citrix Systems, Inc.

Citrixe ICA Client

McAfee Inc.
scriptprowy
Show: Microsoft Corporation
’A” add-ons '] Groove Folder Synchronization
Shockwave Flash Object
Adobe Systems Incorporated
Version: 15.0.0.239
" File date: Yesterday, December 01, 2014, 1:50 PM

More information

Publisher

Status

Adobe Systems Incorporated  Disabled

Adobe Systemns Incorporated  Enabled

Adobe Systemns, Incorporat...  Enabled

Citrix Systems, Inc. Enabled

Mchfee Inc. Disabled

Microsoft Corporation Disabled
Type: ActiveX Control
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32-bitand ...

32-bit
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Search for this add-on via default search provider
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Internet Explorer Browser Settings
In the Internet Explorer browser window go to “Tools” = “Internet Options”

(V8 NCID - Windows Internet Explorer provided by OSC

IdZEilHrbGocPpXemrggsngl xséhdajortersion=

|| File Edit View Favorites [k Help

i Favorites | s @] Web S Delete Browsing History.. Ctrl +5hift+Del
| @ NCD InPrivate Brouvsing Ctrl+Zhift+P

Diagnose Connection Problems..

Reopen Last Browsing Session

InPrivate Filtering Ctrl+Shift+F r Mana_gemE

InPrivate Filtering Settings

Pop-up Blocker 3
SrmartScreen Filker 3

ACCess senice provided
Manage &dd-ons

ree of securty and acce

Compatibility Wiew
Compatibility Wiew Settings

Subscribe to this Feed..,

Feed Discovery 3

ridserD?
Wrindowes Update
Developer Tools F12

assword?
Httpyidatch Professional elp?

OneMote Linked Mates
Send to OneMote

_ Internet Options o here: Register!

This system is the property of the State of North Carolina and is for authorized use only. Unauthorized acoess is a wiolation of federal and stat
and electranic communications are subjectto manitaring.

‘NortliCarolina
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Privacy and Cther Policies
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General tab 2>

: b o e
Internet Options - - E X

'—.._.‘ W —— 'I

General | Security I Privacy I Content | Connections I Programs | Advanced |

Home page
- To create home page tabs, type each address on its own line,

| -

[ Use current H IUse default ” LUse new tab

Startup
(7 Start with tabs from the last session
@) Start with home page

Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temparary files, history, cookies, saved passwords, and web
form information.

Uncheck
[] Delete browsing histary on exit H

Delete... ” Settings ]
Appearance
Colors H Languages H Fonts H Accessibility ]
[ ok J[ cancel [ appy |
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Select the “Security” tab, “Trusted sites”, and then the “Sites” button

- ™y
Internet Opticns 1 m

2
Select a zone to view or change security setﬁngs./ 3

@ & /X0

Internet Local intranet  gEifEi=s === Restricted
sites

M—
ites

This zone contains websites that you

trust not to damage your computer or

your files. N
You have websites in this zone,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level
-To use the recommended settings, dick Default level,

[ |Enable Protected Mode (requires restarting Internet Explarer)

[ Custom level... ][ Default level ]

[ Reset all zones to default level ]

@ Some settings are managed by your system administrator,

[ K. J [ Cancel Apply
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Add the following three entries in the “Trusted sites” then click OK:

*.nc.gov
* its.state.nc.us
*_csod.com (only if the end-user’s problem is regarding access to the NC Learning Center site)

NOTE: It may be necessary to uncheck the “Require server verification (https:) for all sites in this zone”
checkbox first

r 1
Trusted sites - Ip— @

‘You can add and remove websites from this zone, All websites in
L 4 this zone will use the zone's security settings.

2
3
Add this webEite to the zone: \
Add

Websites:

* behsnc, com

* csod. com
*.its.state.nc.us
*.nc.gov

[ ——

o | »

-

[ require server verification (https:) for all sites in this zone

:

Uncheck this box
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Be sure “Trusted sites” is still selected in the web content zone, then click “Custom Level...”.

' ™
inteet Options e NN ==

| General | Security |Privacy I Content I Connections I Programs I P.dvanced|

o

Restricted
sites

Trusted sites
J This zane contains websites that you
trust not to damage vour computer or

waur Files,
ou have websites in this zone,

=

Seleck a zone to view or change security settings,

W o.

Internet Local intranet

Securiky level For this zone

Custom
Custom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[T Enable Protected Mode (requires restarting Internet Explorer)

[ Default level ]

[ Reset all zones to default level ]

@u Some sekkings are managed by your syskem administrakor,

[ [o]4 J [ Cancel Apply

Scroll to “Scripting” and ensure this setting is enabled:
e Scripting of Java applets — Enable

Security Settings - Trusted Sites Zone &
Settings
() Disable ~
@ Enable
& Enable %55 filter

() Disable
Enable
| Scripting of Java applets
() Disable

() Prompt
f& User Authentication
2, Logon
) Anonymous logon
Automatic logon only in Intranet zone
() Automatic logon with current user name and password |E
() Prompt for user name and password .

| 1} | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset©: [ vedium (default) v| [ Reset. |

[ oK ] [ Cancel ]
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Go to “Privacy” tab, and click “Advanced”

' ™
Internet Options . &Iﬂ

| General I Security | Privvacy | Conkent I Zonnections | Programs I Advanced |
Settings
?: Select a setting Fowthe Inkernet zone,
2
Medium
- Blocks third-party cookies that do not have a compact
privacy palicy
- Blocks third-party cookies that sawve information that can
[ be used to conkact wou without vour explicit consent
- Restricks first-parky cookies that save information that
I can be used to conkact vou without vour implicit consent
I [ Sites l l Import ] [ Advanced ] | Default

Pop-up Blocker

§ 1| Prevent most pop-up windows from Settings

appearing.
Turn on Pop-up Elocker

InPrivake

;l{ [] Do not: collect data For use by InPrivate Filkering

Disable toolbars and extensions when InPrivate Browsing
starts

.ﬁ- Some sethings are managed by wour system adminiskrator,

[ [al'4 H Zancel ] Apply

Ensure “Override automatic cookie handling” and “Always allow session cookies” are checked.

i T ™
Advanced Privacy Settings _ ﬁ
e

) You can chooze how cookies are handled in the Internet
;@ zone. Thiz overides automatic cookie handling.

Cookies

Overide automatic cookie handling

First-party Cookies Third-party Cookies }-:
@ Accept @ Accept

(71 Block () Block

(71 Prampt () Praompt

flways allow sezzion cookies

] [ Cancel
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If you have pop-up blocker enabled (it has a checkmark in the box beside “Turn on Pop-up Blocker” on
the Internet Options = Privacy tab), please modify the settings to allow pop-ups for the following
domains:

Go to the Tools menu, click “Pop-up Blocker,” click “Pop-up Blocker Settings,” and individually enter the
following sites in the area labeled Address of website to allow and click the Add button after each entry:

*.nc.gov
* its.state.nc.us
*_.csod.com (only if the end-user’s problem is regarding access to the NC Learning Center site)

Click Close when done.

Pop-up Blocker Settings — Iﬂ

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
# 1| websites by adding the site to the list below.

1

Address of webs@/ 2 \

Allowed sites:

* csod.com Remave

*jts.state nc.us
*nc.gov Remove all...

Notifications and blocking level:
Play a sound when a pop-up is blocked.

Show Metification bar when a pop-up is blocked.

Blocking level:

[I'v'ledium: Block most automatic pop-ups v]

Leam more about Pop-up Blocker

Click the Close button, close out of the Internet Options window, and then refresh your Internet
Explorer browser window(s) by clicking the View = Refresh button or the (F5) key on your keyboard.
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ADOBE

1.
2.
3.

READER SETTINGS:

Close all IE/Firefox browsers.
Open the Adobe Reader X (Start = All Programs = Adobe Reader
Click on Edit = Preferences = Documents

A~ Adobe Reader o ]
Edit | View ‘Window Help
Lo e i 0 | 100% H | e’ - Tools : Sign ;| Comment
Redo Shift+Ctrl+-2

Cuk

ki
[l Copry Chrl+C
[l paste Chrl+Y

Delets

Acrobat.com Services

Select ol Chrl+0

Deselect Al Shift+Chrl+4 CreatePDF Online

Zopy File to Clipboard
Corwert PDF to Word or Excel Online

a Take a Snapshot

Check, Spelling
Look Up Selected Word. ..

Share Files Using Sendhow Orline

| Find Get Docurnents Signed

Advanced Search

Ctrl+F
Shift+Ctr4+-F

Protection

Analysis
‘ Accessibility

=ating POF Forms

ChrlHk

[ Preferepces. ..
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4. Uncheck the “Allow documents to hide the menu bar, toolbars, and window controls” checkbox:

~
Preferences ﬁ

Categories: Open Settings
Commenting [] Restore last view settings when reopening documents
Documents Open cross-document links in same window
Full Screen

[7] Allow layer state to be set by user information

General

Page Display | || Allow documents to hide the menu bar, toclbars, and window centrols

3D & Multimedis Documents in recently used list: |5 =

Accessibility
Adobe Online Services
Email Accounts

Forms Save Settings
Identity

i : 5 i -
Internet [¥] Automatically save document changes to temporary file every: minutes (1-99)
JavaScript Save As optimizes for Fast Web View
Language

Measuring (2D)
Measuring (30) PDF/A View Mode

Measuring (Geo) View documents in POF/A mode: | Only for PDF/A documents -

Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Updater
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5. Click on the “Internet” option and uncheck the Display in Read Mode by default checkbox:

Preferences - lé]

Categories: Web Browser Options

Use your browser to control viewing of PDF decuments directly in the browser using Adobe Reader
u or Adobe Acrobat. The following Adobe preduct is currently available for use by browsers:

»

Commenting

Documents

Full Screen C:\Program Files (x86)\Adobe\Reader 11.0\Reader\AcroRd32.exe
General

Page Display

30 & Multimedia How to set up your browser to use Adobe products to view POF documents
Accessibility

Adobe Online Services

Email Accounts ["] Display in Read Mode by default

Forms [¥] Allow fast web view

Identity . .

Internet [] Allow speculative downloading in the background

JavaScript =

Language Internet Options

Measurfng (@0) Connection speed: |56 Kbps -
Measuring (30)

Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search
earc. Internet Settings...
Security

Security (Enhanced)
Signatures

Spelling =
Tracker

Trust Manager

oK ] [ Cancel

6. Click OK when done. Open an Internet Explorer browser, login to the Integrated HR—Payroll
System (formerly BEACON portal) and verify that the pay statement displays correctly.
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