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ABOUT THE SPEAKER

• Jon Bonham – CISA, QSA

• Director of ERC with Coalfire Systems

• Has been working with Enterprise clients for eight years

• Has worked with Enterprise customers from coast to 

coast



ABOUT COALFIRE

 QSA for the state of North Carolina

 Agencies, Departments, Colleges and Universities 

are all set up on Coalfire’s Coalfire One platform for 

scans and SAQs.

 Coalfire has a division set up just to handle state and 

local government as well as higher education and 

large diverse hospital systems.



ABOUT COALFIRE

 Coalfire is a leader in PCI, HIPAA, FERPA, FISMA, GLBA and 

Personal information auditing and assessments.

 Has been around since before PCI was started.  Was part of 

the Visa and MasterCard security programs prior to PCI.

 Independent: Coalfire doesn’t provide managed services to 

their customers.

 Coalfire is vendor agnostic so they don’t care who you use 

for any hardware, software, managed services or card 

processing.  They work for their customers as a trusted 

partner and advisor.



PRODUCTS, SERVICES OR FEES



RISK AND REQUIREMENTS



SAQ 

Validation 
Type

Description
# of 

Questions 
v3.0

ASV Scan 

Required 
v3.0

Penetration Test 

Required
V3.0

A
Card-not-present merchants: All payment processing functions 

fully outsourced, no electronic cardholder data storage
24 No No

A-EP
E-commerce merchants re-directing to a third-party website for 

payment processing, no electronic cardholder data storage
139 Yes Yes

B

Merchants with only imprint machines or only standalone dial-out 

payment terminals: No e-commerce or electronic cardholder data 

storage

41 No No

B-IP
Merchants with standalone, IP-connected payment terminals: No 

e-commerce or electronic cardholder data storage
83 Yes No

C
Merchants with payment application systems connected to the 

Internet: No e-commerce or electronic cardholder data storage
139 Yes Yes

C-VT
Merchants with web-based virtual payment terminals: No e-

commerce or electronic cardholder data storage
73 No No

D-MER All other SAQ-eligible merchants 326 Yes Yes

D-SP SAQ-eligible service providers 347 Yes Yes

P2PE
Hardware payment terminals in a validated PCI P2PE solution 

only: No e-commerce or electronic cardholder data storage
35 No No



NEW REQUIREMENTS IN SAQ - A
If you do send people from your web site to a third 
party processor to process the credit cards then all 
credit card information should be typed into the 
processors web site.

The web server that hosts your web page has been 
brought into scope with the latest PCI Data Security 
Standard (DSS) and all factory settings must be 
changed,  All unnecessary default accounts removed or 
disabled before installing a system on the network.  
PCI-DSS Req 2.1a and 2.1b



THE GOOD

• 24 control questions to prove compliance

• No scans required

• No penetration testing required



WHAT HAPPENS WHEN THE RULES CHANGE?



WINGING IT



THE BAD
• It doesn’t mean the people are bad.  They may just 

need better policies and procedures or better training.

• Many are just trying to help.

• Typing the information into the web site for the 

customer.

• Setting up workstations for the customers to type it 

in themselves.

• Directing customers to places to process online.

• Employees aren’t well trained on credit card security.



THE UGLY



WHIZ KIDS 



PAYMENT FLOW 



PAYMENT APPLICATIONS

2006 PA-BP

• Payment applications must be reviewed by QSA for 
vulnerabilities.

2008 PA-DSS

• PA-DSS mandated



DEVELOPING YOUR OWN CODE
6.4 

Follow change control processes and procedures for all changes to 
system components.

6.5 

Prevent common coding vulnerabilities in software development 
processes by training developers in secure coding techniques and 
developing applications based on secure coding guidelines – including 
how sensitive data is handled in memory.

6.6 

Ensure all public-facing web applications are protected against known 
attacks, either by performing application vulnerability assessment at 
least annually and after any changes, or by 

installing an automated technical solution that detects and prevents 
web-based attacks (for example, a web-application firewall) in front of 
public-facing web applications, to continually check all traffic.
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# of 
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REQUIREMENT 12.8

Req. 12.8

Are policies and procedures maintained and implemented to manage 

service providers with whom cardholder data is shared, or that could 

affect the security of cardholder data as follows:

Req. 12.8.1

Is a list of service providers maintained?



REQUIREMENT 12.8

Req. 12.8.2

Is a written agreement maintained that includes an 

acknowledgement that the service providers are 

responsible for the security of cardholder data the 

service providers possess or otherwise store, 

process, or transmit on behalf of the customer, or to 

the extent that they could impact the security of the 

customer’s cardholder data environment?



REQUIREMENT 12.8

Req. 12.8.3

Is there an established process for engaging service 

providers, including proper due diligence prior to 

engagement?

Req. 12.8.4

Is a program maintained to monitor service providers’ PCI 

DSS compliance status at least annually?



YOU DON’T KNOW WHAT YOU DON’T KNOW

Manage by walking around and asking questions.  Find out what people 

are actually doing and not just what you think they are doing.

Don’t get stung.



QUESTIONS

Jon Bonham CISA, QSA

Jbonham@coalfire.com

mailto:jbonham@coalfire.com


SQUARE OR SIMILAR DEVICES


