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Disclaimer

The presentation you are aboutto participate in should not be relied upon or construed as legal or financial advice.
Organizations vary significantly in the risks they face, and a one-hour presentation is no substitute for a thorough examination
of your security ecosystem and risk posture. Please consult with your own Legal, Audit, Security, Compliance, and Finance

resources before making any policy or procedure changes.
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Meet Our Presenter

Deron Rossi, CFS
Fraud Consultant
Risk & Compliance Services
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Polling question #1

Which functional area do you represent at your firm?

Internal Audit
Risk Management
Executive Management

Finance

mo o w »

Other
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Overview

Fraud Triangle — Getting Inside the Fraudster’s Mindset
ACFE Report to the Nations Summary and Government View
Fraud Risk — Where is it Heading?

Fraud Focus Items
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The Fraud Triangle —
Getting into the
Fraudster’s Mindset
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Fraud Triangle

Three core concepts when taken together, create
a situation ripe for fraud.

1. Pressure — Think motive - financial, personal
vices or other pressures

2. Rationalization — Important component of
most frauds; people need to reconcile their
behavior (ex. | am underpaid, | deserve this.)

3. Opportunity — Open door for solving a non-
shareable problem in secret by violating a - ‘H"“‘-..
trust relationship; accomplished by generally - .

weak or no controls - ;
" Opportunity

Each element must co-exist with the other. e
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e
Polling question #2

What are the three facets of the Fraud Triangle?

A. Pressure, Rationalization, and Opportunity
B. Rationalization, Opportunity, and Capability
C. Pressure, Revenge, and Capability
D

Pressure, Opportunity, and Revenge

November 14, 2022 Jefferson Wells — Presentation Title
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ACFE 2022 Report To
The Nations (RTTN)

N\

2022 Fraud Statistics Summary

CFEs estimate that
|/ CASES from COUNTRIES  O©rganizations MR CASE:

of revenue
to AVERAGE LOSS
each year PER CASE:
Causing total losses of more than

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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2022 Fraud Scheme Statistics

ASSET MISAPPROPRIATION SCHEMES
are the most comman but least costly

CORRUPTION

’ 3 was the most common scheme
L 4 A in every global region
median loss - s

FINANCIAL STATEMENT FRAUD SCHEMES
are the least common but most costly ATYPICAL FRAUD CASE
505 3 loss of

median loss

8% Inffrnl.ldcﬂses
mvoblved the use
of

Among these cases, crypiooamency wes most commaonly wsed for:

e e
ery 8 mitsapproprist
kickback payments assswE.i

2022 Report to the Nations. Copyright 2022 by the
Association of Certified Fraud Examiners, Inc.
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Cost of Occupational Fraud in Government

THE COST OF OCCUPATIONAL FRAUD
AGAINST GOVERNMENT ORGANIZATIONS

o SOTCASES  gogoppop  2AMOFCASES

AGAINST THE GOVERNMENT AVERAGE LOSS PER CASE $1MILLION+

t 1 !
$872 MILLION
2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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[
Cost of Occupational Fraud in Government

THE TYPICAL CASE OF OCCUPATIONAL FRAUD
AGAINST A GOVERNMENT ORGANIZATION
LASTS BEFORE BEING DETECTED.

OCCUPATIONAL FRAUD AGAINST THE GOVERNMENT
IS BECOMING MORE COSTLY.

$138,000

$140,000
$118,000

$109,000

a
& sws000
k3 $90,000, -~
c $81000 $100,000
5
B $70,000
=

$35,000

i 2012 2014 2016 2018 2020 2022

'OCCUPATIONAL FRAUD AFFECTS VARIOUS

LEVELS OF GOVERNMENT DIFFERENTLY.

@ national: 46% ($200,0007)
r State/pr I: 27% ($56,0007)

@ Local: 25% ($125.000°)

Other: 2% (N/A)

Dollar amounts are median loss. Median loss calculations.
for categories with fewer than 10 cases were omitted

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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2022 Fraud Scheme Statistics

A DECADE OF OCCUPATIONAL FRAUD: TRENDS FROM 2012-2022

18 MONTHS | | $140, 000 12 MONTHS

Frauds are being
caught FASTER
160,000 - 5 a o o - 5 a o -2 and causing

140,000 SMALLER losses.

120,000 Median losses down

100,000

Median duration down

80,000

2014 2016 2020

®—— Median duration Median loss

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc
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2022 Fraud Statistics Summary (continued)

PERPETRATORS ANTI-FRAUD CONTROLS

half of all eccupational frauds The presence of anti-raud controls

lﬁallia?nal fr.lauds, came from fhese four departments: is assodiated with
rgest losses o QUICKER
fravdlosses  AND  * fraud detection

SO0 (%) Operations 15°

Nearly of cases ocourred due toc

— . . ide
@ 5125000 _(\@ Accouniing 17 wor s OR  god

management

3 44 of victim organizations
G@') Sales | 81 % their anti-fraud

controls following the fraud.

®—— 550,000 _{m Executivelupper |1 I:I D

64

of perpetrators had a
prior fraud comviction

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Categories of Occupational Fraud in Government

CATEGORIES OF FRAUD

Asset misappropriation schemes are the
financial statement fraud schemes are the

$680,000 STATEMENT FRAUD ‘ E:
$191000 (YU comron  EEEEEEE—— )
$122,000 (R o EE———() :

LOSS PER CASE

$17.000 . $586,000
§122,000

CORRUPTION

§122,000 EEEFEINE $1,875,000
$176,000 $680,000 $6,500,000

Corruption
57%
of all Biling oo
government  CH—
raud coses  — 16t
involved at least one of
the top 5 schemes. PSRN 5%
10%

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Categories of Occupational Fraud in Government

THESE FIVE SCHEMES EACH ACCOUNTED FOR AT LEAST 10% OF ALL
GOVERNMENT FRAUD CASES OVER THE PAST 10 YEARS.

FINANCIAL STATEMENT
FRAUD, REBISTER

e — — DISBURSEMENT, AND
SKIMMING SCHEMES
HAD THE LONGEST
MEDIAN DURATION —
20 2014 2016 20 2020 2022 BEFORE
Comupton Bpess o —— DETECTION.

[ 533300 Financial statement fraud,
$14000  corruption, billing, and
o0 cash larceny schemes
caused the highest

I s6500 losses per month

of all fraud schemes in government organizations
involved the use of cryptocurrency

OVER THE LAST DECADE, THE PERCENTAGE OF
CORRUPTION CASES HAS CONTINUED TO RISE
60%
5%
5%
o am
am
0% am
ah ———
2012 2014 2016 2018 2020 2022
2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Control Weaknesses Involving Government Fraud J;!e!!on
Wells®

e e Greaps

WHAT ARE THE PRIMARY INTERNAL
CONTROL WEAKNESSES THAT
CONTRIBUTE TO OCCUPATIONAL

FRAUD IN GOVERNMENT
ORGANIZATIONS?

Override of existing controls Lack of internal controls

Lack of management review Poor tone at the top

November 17, 2021 8

18



11/14/2022

Anti-Fraud Controls in Government

THESE SIX HAVE INCREASED THE MOST:

IMPLEMENTATION RATES FOR MANY 2012 202 Increase
ANTI-FRAUD CONTROLS
AT GOVERNMENT ORGANIZATIONS
HAVE INCREASED OVER
THE LAST DECADE.

Hotline

|

Formal fraud
isk assessments

Management
review

Anti-fraud policy

1.
S ihe
o

Wil 51%  B3% 2%

THE PRESENCE OF SEVERAL ANTI-FRAUD CONTROLS WAS ASSOCIATED WITH
NOTABLE REDUCTIONS IN BOTH LOSSES AND DURATION OF FRAUD.

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Anti-Fraud Controls Continued
HOW DOES THE PRESENCE OF AN ANTI-FRAUD CONTROL RELATE TO THE
MEDIAN LOSS AND DURATION OF FRAUD IN GOVERNMENT ORGANIZATIONS?
73% C 50% 64% Rewards for 41%
Lower ode of conduct Faster Lower whistleblowers Faster
losses detection losses detection
: k)
o sotie Y (B s H 2
losses detection losses detection
43% Job rotation/ 33% 26% . 50%
Lower man((!)atcr)(r)yavlaocgtion laster Lower Management review detecton
20
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2022 Fraud Scheme Statistics

How is occupational fraud initially detected?

|/Ti|}

l

Internal audit

P 6%
Management review 12%
Document examination E'*
By accident 5%
Accowunt recondciliation 5%
Automated transaction/data monitaring A%
External audit 4.{
Sureveillance/monitoring e
Maotification by law enforcemeant P
Confessian

B 1%
L J

Other

B 1%
¢

November 14, 2022

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.

Jefferson Wells — Fraud Update as We Exit 2022

22

Tip or complaint

Management review

How is Occupation Fraud Detected in Government Organizations?

Fraud in government organizations was most commonly detected as the result of a
tip or complaint, management review, internal audit, or external audit

98%

of tips came
through a formal
reporting mechanism

— 2
Internal audit
ciiii— 2
External audit
L 8%
MERARLY of tipsin government EMPLOYEE ANONYMOUS OR
0 organizations came 0 I.INKNDEIUN SOURCE
from employees or
85% mremelessen 61% 23%
31%

36%
Email

Median fraud Ic

VICTIM

November 14, 2022

ting form

anizations without
than frauds at
with hotlines

KL 12 MONTHS
IR 22 MONTHS

e more than
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2022 Fraud Scheme Statistics

Who reports occupational fraud?

Employes BE%
Customer 18=
Anormymous 16%
Vendaor
10
-
Other
b=
@
Shareholder/owner %
Competitor =
®

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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What Formal Reporting Mechanisms Did Whistleblowers Use?

Telephone hotline

Email

Web-based/online form

Mailed letter/form

Other

Fax Q\\W @\‘\\7\

—D

2016 2018 2020 2022

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Polling question #3

What percentage of revenue is believed to be lost to an organization due
to occupational fraud (Hint: The number was the same in the 2020 ACFE

RTTN)?
A. 15%
B. 8%
C. 5%
D. 2%

COVID'S EFFECT ON OCCUPATIONAL FRAUD

‘We asked survey participants whether several
pandemic-related issues contributed to the frauds
that they investigated; 52% of respondents noted
that at least one of these factors was present in
their case. Of the factors analyzed, pandemic-relat-
ed organizational staffing changes were the most
common (42% of cases), and a shift to remote work
was the factor most commonly cited as significant
(15% of cases).

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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COVID'’s effect on Occupational Fraud (continued)

TO WHAT EXTENT DID PANDEMIC-RELATED FACTORS
CONTRIBUTE TO OCCUPATIONAL FRAUDS?

e C M)
e W e

oot QU w )
Crongesosiategicprioni: @NNNEHINNEN == &= 000 )
Technology challenges:

Changes to anti-fraud program (7% 1% 11

Supply chain disnuptions: g% 1% 1=

@ Significant factor @@ Moderaie facior @ Shghifador (] Mok a facior

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc
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Behavioral Red Flags
8 KEY WARNING SIGNS
OF ALL FRAUDSTERS
0 L,J ved at least one These are the & most common behavioral clues
85 BEHAVIORAL ®  of occupational fraud. At | 0 :::' e
RED FLAG red flags was observed in 7
28
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How Often Do Perpetrators Exhibit Behavioral Red Flags?

Living beyond means (D 39
Financial difficulties IEEG_G—E— 75
Unusually close association with vendor/customer EEEEEGGEEEEE—_———— 0
No behavioral red flags D 5
Control issues, unwillingness to share duties (GGG 13%
Irritability, suspiciousness, or defensiveness IEEEG_G_—_— (7
Bullying or intimidation G |7
Divorce/family problems (D 1 1%
"Wheeler-dealer" attitude D 10%
Excessive pressure from within organization GG -
Addiction problems EEG—_<_—_—_ /
Complained about inadequate pay D 7%
Refusal to take vacations D 7%
Social isolation IEEEGND
Past legal problems D 5
Complained about lack of authority (D 5%
Other employment-related problems D 4%
Excessive family/peer pressure for success D /
Excessive tardiness or absenteeism D 3
Instability in life circumstances D 3%

Excessive internet browsing [l 2%
Other E 7 2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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How Does the Perpetrator’'s Gender Relate to Occupational Fraud?

$125000 (@u—— o ) 73
3100,000 _ Female — 27%

‘ ‘Median loss ‘Percem of cases

2022 Report to the Nations. Copyright 2022 by the Association of Certified Fraud Examiners, Inc.
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Among Frauds Involvmg Cryptocurrency, How Was It Used?

Bribery or kickback Conversion of Proceeds of fraud
payments made in misappropriated assets laundered using
cryptocurrency to cryptocurrency cryptocurrency
\\\\,><_/ / \\
Misappropriation Manlpulatlon of reported Other
of organizational cryptocurrency assets on
cryptocurrency the financial statements
assets 2022 Report to the Nations. Copyright 2022 by the Association of Certified
Fraud Examiners, Inc.
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Polling question #4

What are the top two methods for initially detecting organizational fraud in
government?

Management Reviews, Tips
Tips, Internal Audit

Internal Audit, External Audits/Regulators

o0 @ »

Tips, Peer Pressure

November 14, 2022 Jefferson Wells — Presentation Title 32
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Fraud Outlook/Focus ltems

IV

Fraud Outlook - 2023

Neither individuals, businesses, government
entities, nor financial institutions are exempt
from the velocity and scale of the newest
generation of fraud attacks.

Economic uncertainty is another fuel for fraud
risk for 2023.

Pervasive synthetics, multiple breaches,
insider recruitment, lending fraud, social media
scams, social media cloning, government
stimulus programs, and remote job scams—the
abundance of emerging fraud trends is
daunting.
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Areas to Focus in 2023

November 14, 2022

The Three Lines work collaboratively
to holistically look at risk, including
new risks. Adjust 2023 plan
continually to address risk changes.

Cyber, Cyber, Cyber

Reiterate Tone at the Top Messaging
Addressing Ethical Challenges

Jefferson Wells — Fraud Update as We Exit 2022

Economic Conditions including
Inflation Pressures

Third Party Risks

Employee Risks including Flight Risk,
Mental Health, Engagement

35

Questions

November 14, 2022
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Thank you for attending!

Deron Rossi
Fraud/Internal Controls SME
Risk & Compliance
deron.rossi@jeffersonwells.com

www.jeffersonwells.com
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