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	TO:
	NCAS Chief Fiscal Officers

	FROM:
	Robert L. Powell, State Controller

	SUBJECT:
	Updating Agency Security Administrators Authorization


The Office of the State Controller (OSC) is currently updating all North Carolina Accounting System (NCAS) security authorizations.  Your agency security administrator(s) should carefully read the Security Policy document and review the two attached letters. Please obtain the necessary signatures for your agency’s forms.  If your agency has authorized more than one Security Administrator, your primary security administrator should coordinate this information and return only one set of forms for your agency.  The forms should be returned to the addresses indicated on the forms as soon as all signatures are obtained.  The Security Policy and letters can be downloaded from the OSC web site whenever changes require new authorizations. 

http://www.ncosc.net/sigdocs/sig_docs/documentation/forms/sigSecurity_Forms.html
The security profiles that are listed on the System Information Guide (SIG) and taught in the Security Administrator’s Workshop are generic templates that are designed to be used as a guide for state agencies.  Because job responsibilities and positions function differently in many agencies and, in many cases, are determined by the size of the agency’s fiscal section, no single job function template can be designed for use by all agencies.  Therefore, each agency should carefully review ALL security profiles to determine that there are no internal control issues regarding an NCAS user’s profile.   The OSC will be happy to assist your agency with this analysis. 

OSC has added the following disclaimer statement to the NCAS Security Policy:  

Personal identifying information such as social security numbers are obtained as part of the data gathering process for this system.  By accessing this system, you agree that any information made available will be used for business purposes only, as it relates to the specific job function of your position.  System and system-related information will not be shared, disseminated, or used in any way other than its original intent.
This statement is to be shared with each new operator at the time a security request is submitted for that individual.  The security administrator signing the form is certifying that the disclaimer has been shared with the employee and the employee agrees to comply.
If you have any questions regarding your NCAS users’ profiles or any other questions regarding NCAS security, please call the OSC/NCAS Support Services Center at (919) 875-HELP (4357) and ask to speak to a Help Desk Analyst regarding security. 
  

Cc:  Agency Security Administrators 

	MAILING ADDRESS

1410 Mail Service Center

Raleigh, NC  27699-1410
	Telephone:  (919) 981-5454

Fax Number:  (919) 981-5567

State Courier:  56-50-10
	LOCATION

3512 Bush Street

Raleigh, NC

	
	Website:  www.ncosc.net
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