July 2010



Typesop(Gaisls

Cards

Smart Cards Credit Cards Debit Cards EBT Cards
1 1
Travel & Entertainment .
[ Bank Cards ] [ (Proprietary Cards) ] [ PIN ] [ Signature ]
Settle via Associations  Settle directly Online / Realtime Offline / Batch
]
- VisAa
A Credit Cards (Pay later) =l

[=h -8

I Bank Cardd e.g., Visa and MasterCard
I T&E Cards (Proprietary Cardi)e.g. Discover, Diners Club, Amex

A Debit Cardg (Pay nowi Against checking acct)
A Smart Card$ (Prepay) Stored ValliieEmbedded Chip

A EBT Cardi (Electronic Benefits Transfer) (Gelssued debit card)

I Food Stampg¢Funded dlrectly by USDA)
I Cash Benefit¢Not utilized in NC)




Merchanm Catti?aayers

Acquiring
Processor

Merchant
(Agency)

Citizen
(Taxpayer /
Cardholder)

Interchange Network
A Visa USA

A Master Carld i nt‘
Card Associations L

:

St at eos
Depository
Bank

Merchant Card Processor not involved with
Proprietary Card settlements.

Only involved with Authorizations

. Authorization and TransmissiagnDay 1
Local so

Depository
Banks

Funds SettlemeifitDay 2 or later


http://www.federalreserve.gov/
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Card Capture

CardPresent

A Cards Accepted
I Credit Cards
I Debit with PIN

A Capture Method
I Point of Sale (POS)
I Card is swiped or keyed

A Lower risk
A Lower fees

Card NotPresent

A Cards Accepted

I Credit Cards
I Debit with Visa / MC Logo

A Capture Methods
I Mail Or Tel Order (MOTO)
I Internet Order

A Higher risk
A Higher fees

PIN-less debit cards without logo are allowed

for governments for Card NotPresent.
Generally require a signature.
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Master Services
Agreement

State Agency Non-State Agency
Participants Participants

OSC has &laster Services Agreemeg(MSA) with SunTrust
Merchant Services, LLC (STM$)Contract dated August 1, 2006

Participants can utilize the MSA by executingfayency Participant
Agreemen(APA)

STMS is partiallyowned subsidiary dfirst Data Merchant Services

State Agencie@ncluding universitiesjequiredto participate in MSA
unless business case is provided.

Nor-State agenciecan participate onaluntarybasis

I Local units of governments.

I Community Colleges, LEAs, and Clerks of Court are considered non
State agencies because of the local bank relationships.

FY 200910
i 9 million transactions, totaling $784 million
I 96 participants 1,000+ merchant numbers



Participating AgenacyAgerment

Master Services Agreement (MSA)

Agency Participation Agreement (APA)

A APA allows an eligible entity toac
A Required execution of APA before enrolling, along with being
compliant with the PCI Data Security Standard (PCI DSS)

A Bounds entity to the terms of the M$Aultiple components of MSA

I Request for BAFO solicitation document dated July 10, 2006
I Merchant Services Bankcard Agreemeftith Schedules

A Schedule A Modified Scope of Services

A Schedule B Schedule of Fees

A ScheduleGVi sa and Master Cardodés I nterchange Q
A Schedule D' Service Level Agreement

A Schedule E Agency Participation Agreement

i STMSO0s Operating Procedures (0

A Discloses a Participant
I To adhere to all card association rules

I Be liable for any PCI violations or nasompliance, including fines

O

p e Gui
0S

rating [
| 1 abi |



Historical Card Data

Transactions

#Transactions Dollar Amt (Million)  Avg. Ticket
FY-01 285,000 Fy-01 $ 2238 $ 80
FY-02 868,000 Fy-02 $ 767 $ 88
FY-03 1,573,000 FY-03 $1826  $116
FY-04 2,078,000 FY-04 $233.7 $112
FY-05 2,842,000 FY-05 $311.4  $110
FY-06 3,673,000 FY-06 $435.7  $119
FY-07 4,509,000 FY-07 $5348  $118
FY-08 6,018,000 FY-08 $646.3  $107
FY-09 7,689,000 FY-09 $703.0 $ 91
FY-10 9,064,000 FY-10 $783.8 $ 86



Card Aativiity iy 4Agency dletegory

MBased on 2008 Eommerce Study (FY 20067)

Trans. Pass-Thru Vendor
\Vol. Sales Vol. Fees Fees Total Fees

General Govt 1,967 M $107541 M $1,895M $140 M $2,036 M
Universities 1,797 M $349,237 M $5,634 M $168 M $5,802 M
Com. Colleges 161 M $19,910M $ 283 M $19M $ 302M

Local Units 583 M $58,006 M $ 986 M $ 47TM $1,033M
LEAS 1M $ 113 M $ 2 M $ OM $ 2 M
Total 4,509 M $534,807M $8,801 M $374 M $9,175 M

Transaction volumedoubled from F¥2007 to FY 2010 (9 million)

DMV Vehicle Registration largest volume | Two Types of Fees
AL.5 million transaction in F2010 MPassthru fees are paid to Visa/MC
/% 50 million in F¥2010 / Avg. Ticket $32 A/endor Fees are paid to STMS
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STMS

Agency POS Terminals

NC@YourService
Yahoo! Store
d Third
Agency 3¢ Party Capture Dot e ses .
y ﬂcqumng
Agency Web Applications Gateway Processor
gency PP (or PayPoint)
i
Agency Web Applications Common ‘ ‘ ‘ ‘ ‘
Payment I I il
i ; ' St at eds
CPS Virtual Cr_edlt Service Depository
Card Terminal Gateway Bank
Local s0
. Depository
Authorization and Funds Settlement Banks
Transmissioni Day 1 Day 2

Nextday funding provided by Wachovia and SunTrus



Conmmoenrdaying Slebeéryice

Gateway Service available to participants of the MSA
Provided by Office of Information Technology Services (ITS)
For participants:

I Having an internet application requiring a gateway to the processor
I Desiring a virtual terminal for capturing card fpvesent transactions (MOTO)

Fees $.28per authorization (Effective July 1, 2010)
Fees billed to agency in monthly ITS invoice
Currently9 Participant¥ Representing 7% of transaction volume

T> T>o T

T T>o T

STMS

Agency Internet 2
Application
CPS Virtual
Credit Card moxrD
Terminal Acquiring
Processor



PayPaym GaptueeS &atitipn

A Optional gateway solution offered via First Data
A For participants:
I Having an needing an efhie-shelf internet solution (Consumer Interface )
I Desiring to accept both card aneckecks (bank drafts)
I Having outstanding invoices for payers to pay online
I Can be used as a virtual terminal fothiouse keyed transactions

A Fees $.30- $.35per authorization ; $1,000 Initial Setup Fee
A Fees billed to agency by First Data

Web payments First Data - Paypoint

STMS

(card not-present)
Virtual

Terminal

(card present)

TeleCheck
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Depasitoty BAakkiAcoount

For State agency participanWachovia Bank has been designated by State
Treasurer for settlement of funds

Funds provided by STM8&nebanking day after card transaction
SubZero Balance Account (ZBA) opened for e&thte agencparticipant

Funds are sweptfromSubBA t o St ate Treasurer ¢
Wachovia account at end of day, which agency certifies on CMCS

Wachovia Bank fees paid by DST, not agency

Agencies accedsur systems to report and reconcile transactions
I MyClientLineT To view card activity (Provided by FDMS)

I Wachovia Connectioh To view ZBA account activity

|

|

CMCST To report deposits (Provided by OSC)
Core Banking SysteimTo view CIT bank deposit and CMCS certification

MyClientLine Wachovia Connection DST6s CBS$CMCS

$ AgencyYyosDSTos ABADSTos Main
STMS '3 subzBA —  Acct | —>



Bank Szetdeimet degousw-atruweture

SunTrust Merchant Services Wachovia

: :

Local 6s Deposi SotmayeBanbBeposit

Mmoo

=
Acquiring Processor

or Proprietary Card Co. : ZBA Swee
P 4 Daily ACH P
| Settlements BAI
MyClientLine (One per Merchant #) File Ac
Online Dth (Statewide Agencies)
Reporting Tool
| ZBA Sweep

WaChO\g?] I%%””EC“O (Assigned to Participant)

Merchant / Participant Reporting Tool
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Merchavwrt CGatrtFfeees

Debit Network

Issuer
Banks Processing Fees x|
4
A : ' - S
Credit Cards Debit Cards <
T
4
) Interchange Fees — p— Jterchange Fees M
. . K
:Visa Avg Effective Rate : S
[ ] *
. & Assessment Fees m— 204 1% | . Network Switch Fees
. * u
0 AN
] Y ]
( ..... Merchant Service Fees | L Merchant Service Fees :
"""" C
4

&
L 4

Interchange Fees Assessment & Switch | Merchant Service

A Paid to card assns. A i Assmt. Fees | | A Paid to merchant

A to paid to card assns. card processor

A For operations, fraud A Debiti Switch Fees | | A Per contract with
losses, and profit paid to network OSC

A Depends on capture method A Visai .0925%. A 4¢ per cc trans.
& nature of business A MC -.0950% A 4¢ per debit trans.
(Merchant Category Code) A Debiti Varies by network A Notbased on amt.

A Visa Publici 1.43% + 8 o

A MC Public i 1.55% + 1@ Interchange and Assmt rates set by Visa & MC each Ay



Typical Praeestind é&ses

Based on best available rates for Merchant Category Code (MCC)

Credit Card Visa
MCC Emerging Market
Fee Amt Fee Amt
Transaction
Interchangeo 1.439% 1.43
Interchange $ .05 .05
Assessmenrto 11% 11
Access Fe& $ .022 .02
STMS$ $ .04 .04
Total Fee $ 1.65
A s Interchange (% and $) and Assessments (%)
A = STMS fdAper transactiono

f



Other F&egs

Equipment and suppli{POS terminals, capture software, etc)

Terminals can be purchased or rented
Obtained either from SunTrust Merchant Services or vendor of choice

Common Payment Service Fees

If authorization is via CPS as gateway
Fee of $.28 per authorization, return, or void (Reduction July 2010 from $.35)
|l ncluded in agencyo6és monthly I TS in

Third-party capture solution Fees

If authorization is via gateway other than CPS

Exampleg PayPoint, Touchnet, PayPal

Negotiated between agency and the tipiadty

PayPoint Fees: $1,000 stamh and $.30 $.35 per transaction

NC@YourService Fees

If Yahoo! Storefront is used as capture solution (gateway)
Monthly hosting fee $39.95 for Starter Plan

Transaction fees1.5%

Startup fee $50

Yahoo processes transactions through SunTrust Merchant Services (additiona
interchange fees apply)



Electromc AceesF deces

Also commonly referred to @sonvenience Fees

A HB 1854 2000 session (G.S.-66.12)

Allows for recouping of fees initiated electronically (Via Internet)
Must be preapproved by ITS CIO and Office of State Budget & Mgt.
Flat or percentage per transaction (See Rules caution below)

Fee collected must be credited to a#newerting agency reserve budget code, only for
use for ecommerce initiative and projects

Accounts Receivable Law (G.S. 186.22) also applies

A Examples

DMV Tag Registrationn No fee charged

Wildlife Hunting and Vessel Licensé&sNo fee charged
DOT Insurance penaltiésFixed- $1.50

Child Support PaymenisFixed- $5

Secretary of State Fixed- $2.00

Universities using TouchNé&tPercentage of 2.75%

A Rules Caution

While G.S.6658 2 1 ndi mad else f e abasdik Yida&Rges only allows
a Afixedo fee. Master Card may be fi xe

Visa rules require the fee to be levied against all alternative payment channels (e.g.,
ACH debits)

MSA requires all participants to adhere to all card associations rules
Violations could result in fines and/or termination of services
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PCI| Data Security Standard
(PCI DSS)

PCIl =Payment Card Industry
Requirements of card brands (Visa, MasterCard, Amex, Discover)
Administered by?Cl Security Council
Safeguarding of merchant card holder informatidr2 major components
Merchants not in compliance subject to fines
Two primary requirements to validate compliance

I Annual SelfAssessment Questionnaire (SAQFor everyone

I Quarterly Security ScansFor externally facing IP Addresses

OSC has contracted with Trustwave to assist participants in becoming
complianta maj or advantage for using

Al'l participants are required to
validate their compliance with the PCI DSS.

PCI DSS Compliance is a prequisite for participating in MSA

Common Payment Service (CPS) is a certified service provider (gateway)
major advantage for using CPS

Thirddparty gateways must be compl i a



