OSC BEACON

State-owned PC Requirements

DEskTOP PC MINIMAL REQUIREMENTS
Hardware
e Portal: CPU: 1GHz+, RAM: 256MB, HD: 1GB
* GUI (WIN2000, XP): CPU: 500 Mhz+, RAM: 192MB, HD: 1GB
* GUI (Vista): CPU: 1 Ghz+, RAM: 1GB, HD: 1GB
* GUI (Windows 7): CPU: 1 Ghz+, RAM: 512MB, HD: (independent of SAP GUI release)
* Reporting Expert: Portal+GUI+MS Office Products
Software
* Operating System: Windows 2000, XP / Vista, Windows 7
* Acrobat Reader: Version 5
* Browser: >= |E 6 SP1, IE7 or IE 8 is supported
* Browser: IE 8 BETA is NOT supported
* SAP WIN GUI: 710
* Excel (MS Office) : >= 2003
« JRE 1.5 is required. JRE 1.6 is also supported.

PORTAL BROWSER SETTING:

« Enable java scripts

« Enable activeX components

« Enable cookies

« The setting “Do not save encrypted files to disk” must be unchecked.

« Deactivate pop-up blocker for AND add to Trusted Sites the following sites:
*.nc.gov
* its.state.nc.us
*.ncgov.net
*.ncgov.noverant.com

The following is a step-by-step review of internet settings which should be established:
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State-owned PC Requirements

Internet Explorer Browser Settings

From browser go to Tools - Internet Options

r provided by 0SC

lina Office of the State Controller - Windows Internet Explol

View  Faverites

Mail and News
(€] e M @ Pop-up Blocker
Manage Add-ons. .. _ =
Synchronize. . v B Uk ” &

Windows Update ~

@-0@

} e L

windows Messenger
Diagnese Connection Problems. .
Sun Java Console

System Status: | CMCS | NCAS | SECP

Audience-Specific Pages:

For NC State Government Entiti

2007 Year End Packatss, CPE
Cetification, NCAS Information Guide,
05C Sponsared Events, Paytol Policy

By Moddenizing and standardizing key
business process, and better

Manuel, Wore managing our human, financial, and

informational resources, BEACON

Foreign Nationals Compliance

Horth Carolina Accounting
seeks 1o provide hetter accessto System
infarmation for impraved decisions
[MORE
Contact informalion, Financial Regorts,

Tax Compliance
Training

Comprehensive Annual
For Other Governments Financial Report - 2006
¥ Dovenioad Mowy

CAFR, Electranic Commerce, NCAS
¥ See Cther Reports

Overivewr, More

For Vendors

Paymert Verification Form, Electronic
Paymert Form, More. L

Enables you to change settings.

Internet Optio

0| Frivacy | Content | Connections | Programs | Advanced|

*You can change which page to use for your home page.

Address:

[ Use Current ] [ Usze Default ] l Use Blank.

Temporary Intermet files

Pages you view on the Intermet are stored in a special folder
for quick viewing later.

[Delale Cookjes. ] [De\etafi\es ] [ Setftings.

Histary

E

The History folder contains links to pages you've visited, for

quick access to recently viewed pages.
Clear History

Days to keep pages in history:

[ Caolars. ] [ Fonts ] [ Languages ] [Accgss\hi\ity ]
o
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OSC BEACON

State-owned PC Requirements

Select Security Tab
Internet Options |E‘ g‘

Generall Security ‘F’rivacy Content | Connections || Programs | Advanced

Select aMeb content zone to specify itz security setiings.

e

Resticted
sites

Trusted sites

This zone containg Web sites H
trust not ko damage pour compt

data.

Security level for this zone

Custom
Custom settings.
- Ta change the settings, click Custom Level
- To use the recommended settings, click Default Level,

[ Custom Level... ] [ Default Level ]

Click on Sites button

Trusted sites |E‘E‘

*fou can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings,

Add this Web site ko the zone:

[1 add

web sites:

* myloadspring. com
* nc.gow
*.ncgov.com

* nemail net

* ncosc.net

* 55D, c0m g

[CIRequire server verification (https: For all sites in this zone

= Remove

Add the following 4 entries in the Trusted sites then click OK:
*.nc.gov
* its.state.nc.us
*.ncgov.net

*.ncgov.noverant.com
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OSC BEACON

State-owned PC Requirements

Be sure “Trusted sites” is still selected in the web content zone, then click “Custom Level”:

Internet Options

Genera\l EBCUTit}'anva:y Content | Connections | Programs | Advanced

Select 3 Web content zone to specily itz security settings.

® Q@ 09

Internet Localintranet  QEPEEERIES — Resticted
sites

Trusted sites

This zone contains Web sites that pou
trust not o damage pour computer or =

data.

Security level for this zone

Custom
Custom settings.
- Too change the settings, click Custorn Level.
- Ta use the recommended settings, click Default Level

Custom Level .. ][ Diefault Level ]

Scroll to Active X controls and plug-ins and ensure these 4 settings are enabled:
o Download signed ActiveX controls — Enable
o Download unsigned ActiveX controls — Enable
o Run ActiveX controls and plug-ins — Enable
o Script ActiveX controls marked safe for scripting — Enable
Scroll to Downloads and ensure these 3 settings are enabled:
o Automatic prompting for file downloads — Enable
o File Download — Enable
o Font Download — Enable
Scroll to Scripting and ensure this setting is enabled:
o Scripting of Java applets —Enable

Go to Privacy tab, and click “Advanced”:
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State-owned PC Requirements

Internet Options |

General | Security | Privacy | Content | Connections | Programs | Advanced

Settings

6 I -y setting for the Intemet

Medium

- - - Blocks thid-party cookies that ave a compact
privacy palicy

- Blocks third-party cookies that uge perzonally identifiable
information withaut your implicit cansent

- Restricts first-party cookies that use perzonally identifiable
information withaut implicit cansent

[ Sites ][ Import ]|§Adgancad | Diefault

Pop-up Blacker
@ Prevent most pop-up windows from appearing.

Elock pop-ups Settings...

a8 ][ Cancel ][ Apply ]

Ensure “Always allow session cookies” is checked

Advanced Privacy Settings

P “fou can choose how cookies are handled in the Inkernet
=N zone. Thiz overides automatic cookie handling.
Cookies
Mive

First-party Cookies Third-party Cookies

(®) Accept () Aceept

() Black () Black

() Prompt () Prompt

Always allaw session cookies

[ Ok l[ Cancel ]

Go to Advanced tab, scroll down to Security section and ensure “Do not save encrypted pages
to disk” is unchecked.
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State-owned PC Requirements

Internet Options

General | Securty || Privacy | Content | Connections F'rograms| Advanced

Settings:

=

Just display the rezults in the main window
Juzt go to the most likely site

2 Security

[ Allow active content fram CD's ta run an ky Comnpuiter

Allows active content bo run in files on My Computer

Ll Allow zoftware to run ar install even if the signature is invalid

w| Check for publisher's certificate revocation

|| Check For server certificate revocation [requires restart)

Check for signatures on downloaded programs

Do not zave encrepted pages to disk

Empty Temporary Intemet Files folder when browser is closed

Enable Integrated *windows Authentication [requires restart]

Enable Profile &zsistant

Use SSL20

Usze S5L 3.0

Uze TL51.0 b

| =

Restore Defaults

<< I<IST T I<]

[

ak ][ Cancel ][ Apply ]
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State-owned PC Requirements

If you have pop-up blocker enabled, please change settings to allow pop-ups for
*.nc.gov
* its.state.nc.us
*.ncgov.net
*.ncgov.noverant.com

To do this go to Tools, click “Pop-up Blocker,” click “Pop-up Blocker Settings,” and then paste
the following sites in the area where it asks for Address of website to allow:

*.nc.gov

* its.state.nc.us

*.ncgov.net

*.ncgov.noverant.com

For Internet Explorer version 6 and in some version(s) of Internet Explorer version 7:

r
Pop-up Blocker Settings

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
7!l websites by adding the site ta the list below.

Address of website to allow:

[

Allowed sites:

* mercury-mms. c

* myloadspring.com
*.nc.gov
*.ncgov.com
*.ncmail.net
*.ncosc.net
*.sap.com

" state.nc.us

* sumtotalsystem.com

1emove
Remove all...

Naotifications and filter level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Filter level:

‘ Medium: Block most automatic pop-ups v ‘

Pop-up Blocker FAQ
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State-owned PC Requirements

For Internet Explorer version 7.0.6000.16609 and Internet Explorer 8:

Pop-up Blocker Settings ld_hj
Exceptions
7~ Pop-ups are cumently blocked. You can allow pop-ups from specific
’ #!| websites by adding the site to the list below.
ite to allow:
hitps://*.nc.gov Add
Allowed sites:
*.nc.gov Remove
“state.nc.us
Notifications and filter level
[¥] Play a sound when a pop-up is blocksd.
[¥] Show Information Bar when a pop-upiis blocked.
Filter level:
[Low: Allow pop-ups from secure sites v l
Pop-up Blocker FAQ Close I

For Internet Explorer version 7.0.6000.16609 and Internet Explorer 8, type in:
https://*.nc.gov, then click the “Add” button

https://*.its.state.nc.us, then click the “Add” button

https://*.ncgov.net, then click the “Add” button

https://*.ncgov.noverant.com, then click the “Add” button

Click the Close button, close out of the Internet Options window, and then refresh your Internet
Explorer browser window(s) by clicking the Refresh button or the (F5) key on your keyboard.

ADOBE READER X CONFIGURATIONS:

In order to enable PCs using Adobe Reader X to access the Adobe toolbar while in the
BEACON portal, make the following configuration settings:

1. Close all IE/Firefox browsers.

2. Open the Adobe Reader X (Start = All Programs = Adobe X)

3. Click on Edit = Preferences

4. Uncheck the “Allow documents to hide the menu bar, toolbars, and window controls” checkbox
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State-owned PC Requirements

Preferences

Categaties: Open Setkings

[ ] Restore lask view settings when recpening documents

Full Screen
General
Page Display

Open cross-document links in same window
Allow laver state to be set by user information
u'I [ ] allow documents to hide the menu bar, toolbars, and window controls I

30 & Multirmedia
Accessibility
Acrobat,com
Farms

Identiky
Inkernational Save Settings
Inkernet
Jawascripk

Measuring (2D} [+]5ave As optimizes For Fast Web Yiew

Docurnents in recently used lisk: |5 =

Autoratically save document changes to temporary file every: ] minukes {1-997

5. Click on the “Internet” option and uncheck the following box:

Cateqories: “Web Browser Opkions
Ciocuments Display POF in browser
Full Screen
ceneral [] Imsplay in Read Mode by default
Page Display v | Al Fast web wiew

Allow speculative downloading in the background

30 & Mulkimedia
Accessibiliby
Acrobat,cam

Farms Connection speed: |56 Kbps W
Identity

Inkernational

Internet Cptions

JawaScripk

6. Click OK when done. Open IE and view your pay statement again.
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